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Abstract—Research suggests that practical quantum comput-
ers capable of breaking current cryptographic systems may
emerge within the next decade, posing a significant threat to
cryptocurrencies. Quantum-capable adversaries could exploit this
advantage to perform theft (by breaking digital signatures) and
double-spending (by breaking hashing functions) attacks. This
study examines the economically optimized strategies of such
adversaries by modeling a portfolio of Bitcoin theft and double-
spending attacks. We propose a novel quantum threat model and
conduct simulations to evaluate the financial motivations of at-
tackers and the resulting equilibrium prices under various threat
scenarios. Our findings indicate that while early-stage quantum
attackers may have short-term incentives, these incentives decline
as their actions erode market confidence and cryptocurrency
value, ultimately reducing future profitability. This self-defeating
dynamic creates a natural economic threshold that helps stabilize
the network in a post-quantum era.

Index Terms—Cybercrime, Quantum Attacks, Cybersecurity
Economics, Cryptocurrency and Blockchain, Cheating (Stealing
and double-spending)

I. INTRODUCTION

Cryptocurrencies such as Bitcoin rely on cryptographic
primitives to secure transactions and maintain consensus
across a global network of participants. Specifically, Bitcoin
utilizes secure hashing algorithms such as SHA-256 within its
Proof-of-Work (PoW) protocol for mining, and public/private
key cryptography, i.e., digital signature schemes such as RSA
(used primarily in SSL/TLS) and the Elliptic Curve Digital
Signature Algorithm (ECDSA), for transaction authentication.
Together, these cryptographic tools function as technical de-
fense mechanisms, protecting the security and resilience of the
blockchain network.

As we rapidly approach the quantum computing era [1], [2],
IBM has announced plans to build the world’s first large-scale,
fault-tolerant quantum computer capable of running quantum
circuits comprising 100 million quantum gates on 200 logical
qubits by 2029 [3]. The impact of quantum computing tech-
nologies on cryptocurrencies and their underlying blockchain
security is twofold.

First, while hashing is generally considered quantum-
resistant, quantum computers can accelerate brute-force at-
tacks on hash functions using Grover’s algorithm [4], re-
ducing complexity from O(2n) to O(2n/2), or a quadratic
speedup. Since Bitcoin’s PoW relies on secure hashing (e.g.,

SHA-256), miners with quantum supremacy may gain unfair
advantages. A quantum supremacy miner or a post-quantum
miner (hereafter referred to simply as a quantum miner) could
potentially reverse their own transactions after receiving goods
or services, effectively duplicating value. Cybercriminals with
sufficient quantum power to dominate block creation could
cheat by double-spending their coins, having acquired majority
computational power, i.e., executing a 51% attack.

Second, both RSA signatures (based on the integer fac-
torization problem) and ECDSA (based on the discrete log-
arithm problem) are solvable in polynomial time using Shor’s
algorithm [5]. Since digital signatures are fundamental for
proving ownership, quantum-powered cybercriminals could
steal cryptocurrencies by forging valid transaction signatures.

While Bitcoin is widely regarded as cryptographically se-
cure under classical computing assumptions, its PoW protocol
inherently favors miners with greater computational power,
thus increasing their ability to exploit critical vulnerabilities
such as cryptocurrency double-spending [6]–[8] and cryptocur-
rency theft [9], [10]. This quantum advantage could enable
attacks involving double-spending, private key recovery, and
unauthorized control over users’ funds, thereby threatening
not only Bitcoin’s integrity but also the broader credibility
of cryptocurrencies [11].

Although these cryptographic vulnerabilities have raised
growing concerns within the cryptocurrency and cybersecurity
communities, technical feasibility alone does not fully de-
termine real-world risk. The motivations of quantum-enabled
cybercriminals, whether financially driven, state-sponsored,
or ideologically malicious, play a pivotal role in assessing
the actual threat landscape. Therefore, evaluating cryptocur-
rencies’ resilience to quantum computing must go beyond
cryptographic robustness to include economic and strategic
dimensions. Understanding the incentive structures behind
potential attacks is essential for accurately assessing the long-
term viability of cryptocurrencies in the post-quantum era.

In this research, we take a unique approach and investigate
the financial incentives of quantum attackers in the post-
quantum era, focusing on two types of attacks: cryptocurrency
theft and double-spending. We center our analysis on one
cryptocurrency, namely Bitcoin. Although both attack types
increase the amount of Bitcoins available to the attacker, they
differ in their effects on the attacker’s net holdings and on979-8-3315-8969-1/25/$31.00 © 2025 IEEE



the broader asset distribution within the network. Double-
spending is a form of transaction fraud that allows the same
coin to be spent multiple times without altering the attacker’s
actual holdings. It does not reduce the assets of classical
miners directly but instead undermines trust in the transaction
history. In contrast, coin theft involves a direct transfer of
Bitcoins from classical miners to the quantum attacker, thereby
reducing the classical mining community’s asset base while
increasing that of the attacker.

We pose several key research questions: When a quantum-
advantaged attacker can profit from both double-spending and
stealing, what is the optimal mixture of the both strategies?
How profitable are these attacks, especially as they scale? How
do repeated attacks affect Bitcoin’s market value, and what
are the long-term implications for the distribution of Bitcoin
between classical and quantum entities? To answer these ques-
tions, we first develop a pricing model to evaluate Bitcoin’s
value, incorporating the potential impacts of quantum attacks.
We then extend this model to assess the financial consequences
of double-spending and theft, allowing us to calculate the
attacker’s net gains by weighing benefits against the resulting
loss in Bitcoin value. Building on this economic analysis,
we simulate a dynamic environment in which the quantum
attacker makes strategic decisions over time, optimizing the
scale of double-spending and theft each period to maximize
short-term profits.

Our findings suggest that while these attacks can yield
immediate economic gains, they simultaneously undermine
the long-term value of Bitcoin by damaging trust and market
stability. Our simulation results show that quantum attackers
can initially profit from their computational advantage. In the
early stages of quantum attacks, the damage to Bitcoin’s value
and reputation is limited, incentivizing aggressive strategies
such as large-scale double-spending and theft. However, as
the attacker accumulates a larger share of the Bitcoin sup-
ply, the adverse market effects of the attacks become more
pronounced. Over time, the declining market value of Bitcoin
erodes the profitability of continued attacks. Eventually, the
marginal cost of attack outweighs its benefit, and the attacker
is incentivized to stop. In the long run, the system reaches a
new steady state, one in which quantum-enabled attackers no
longer find it economically rational to attack the network.

To the best of the authors’ knowledge, this research is the
first to consider both cryptocurrency theft and double-spending
attacks in a post-quantum era from an economic perspective.
The main contributions include a simulation of the evolving
cryptocurrency ecosystem under the influence of profit-driven
quantum miners. The findings shed light on the complex
interplay between quantum capabilities, miner incentives, and
cryptocurrency security. Notably, theft and double-spending
create a self-defeating incentive structure: quantum attackers
are motivated to preserve the value of the cryptocurrency
in order to maintain their own wealth. This suggests that
large-scale quantum attacks could eventually self-extinguish
as their profitability diminishes. Our analysis implies that,
paradoxically, the expansion of quantum attacks may lead to

their own decline and a restoration of the structural integrity
of the cryptocurrency ecosystem. These insights underline the
importance of understanding the economic limits of quantum
threats.

The remainder of the paper is organized as follows. Section
II reviews the background and relevant literature. Section III
presents our pricing model, which incorporates the effects of
double-spending and theft, and outlines the decision-making
process of a quantum attacker. Section IV provides simulation
results and discusses the main findings. Finally, Section V
concludes the paper and suggests directions for future research.

II. BACKGROUND AND RELATED WORK

Public/private-key cryptography forms the backbone of
modern digital security systems, including cryptocurrencies
and blockchain networks. The advent of quantum computing
[1]–[3] poses a proven threat to many public-key systems.
Shor’s algorithm demonstrates that a sufficiently powerful
quantum computer can factor large integers in polynomial
time, effectively rendering RSA insecure [5]. Building on this,
it has been estimated that a fault-tolerant quantum computer
with approximately 20 million physical qubits could factor
a 2048-bit RSA key within hours [12]. Similarly, Shor’s
algorithm can also solve the discrete logarithm problem in
polynomial time, suggesting that quantum computers could
completely break modern public/private-key digital signatures
such as RSA and ECDSA [11], which serve critical roles in
securing ownership and authorizing transactions in cryptocur-
rencies including Bitcoin. Furthermore, quantum computing
may significantly accelerate brute-force attacks against cryp-
tographic hash functions such as the Secure Hash Algorithm
(SHA), using Grover’s algorithm [4], by reducing the com-
plexity from 2n to

√
2n or a quadratic speedup.

While practical quantum computers remain largely theoret-
ical today, the concept of “store now, decrypt later” raises
immediate concerns. Attackers could archive blockchain data
and target previously used addresses once quantum hardware
matures. It is imperative to address this risk, particularly given
the immutability of the blockchain, which permanently records
public key exposures in its ledger [13]. Estimates suggest that
practical quantum attacks on Bitcoin’s ECDSA could become
feasible within the next decade, assuming optimistic advances
in fault-tolerant quantum hardware [14].

Quantum computers could empower early adopters with
overwhelming capabilities. Most cryptocurrencies are designed
to be decentralized. Drawing from Byzantine Fault Tolerance
(BFT) theory, a distributed system remains secure only if faults
or malicious actors affect fewer than a specific threshold [15].
Once a miner or coalition surpasses half of the network’s hash
power, it becomes capable of executing a 51% attack, reversing
transactions and compromising ledger integrity [16]. Under
certain conditions, even less than 51% of the hash rate may
suffice to launch such attacks [17].

Double-spending [18] is the most direct way to monetize
control over a majority hash rate [6], and such attacks can be
profitable even at lower levels of hash power under specific



economic assumptions [19]. The rise of quantum computing
could enable attackers to generate fraudulent transactions
and steal coins directly from exposed addresses before the
network confirms the original transaction [11]. Since quantum
computing effectively breaks current digital signatures, cryp-
tocurrency theft may become trivial [9], [10].

Quantum computers are expected to offer exponential
speedups over classical machines [2], posing significant risks
to core components of blockchain protocols and cryptocur-
rencies [9], [20], [21]. While quantum advantage may not
make mining trivial, it could lead to network centralization,
particularly during the transitional period when classical and
quantum miners coexist [22]. The most immediate quantum
threat lies in the vulnerability of ECDSA signatures [23].
While Bitcoin’s security already suffers from malware, such as
keyloggers, phishing schemes, and clipboard hijacking used to
extract private keys [24], quantum computing introduces addi-
tional vulnerabilities that facilitate theft and double-spending
attacks.

The technical vulnerabilities introduced by quantum com-
puters have been widely studied. A parallel line of research in-
vestigates mitigation techniques against quantum-enabled min-
ers, for example by slowing down or phasing in post-quantum-
resistant mechanisms [25]. Beyond technical defenses, the
economic incentives of quantum attackers are also crucial for
evaluating the likelihood and persistence of quantum attacks.
Recent research on the economics of cybercrime has em-
phasized how attackers make rational decisions by weighing
potential gains against associated costs and risks [26]. Within
the cryptocurrency domain, studies have focused on financial
motivations behind specific attacks such as double-spending,
theft, and market manipulation, demonstrating that attack-
ers behave as profit-maximizing agents [27]. These analyses
reveal that the prevalence and success of cybercrimes are
tightly linked to the incentive structures embedded in digital
ecosystems. For example, economically motivated cybercrimes
like cryptocurrency pump-and-dump schemes can severely
destabilize markets, with long-lasting effects on asset stability
[28]. Additionally, the efficiency of cryptoasset investigations
can be improved by linking related cases, underscoring the
importance of robust and coordinated investigative techniques
in addressing financially driven cybercrimes within the cryp-
tocurrency ecosystem [29].

Specifically regarding quantum computing, several studies
model quantum miners as rational, profit-seeking agents inter-
acting within the Bitcoin network. These analyses suggest that
despite the asymmetric computational advantage offered by
quantum technologies, the economic impact of attacks may be
self-limiting. For instance, executing a 51% attack can depress
Bitcoin’s market value, ultimately diminishing the attacker’s
own wealth [16]. Similarly, persistent quantum-enabled attacks
are found to erode market confidence and reduce Bitcoin’s
capitalization over time, thereby diminishing the incentives for
continued exploitation [7], [8].

In particular, the existing literature on the economics of
quantum attacks focuses solely on double-spending, investigat-

TABLE I: Variables and Definitions

Symbol Definition
B Bitcoin supply
Bq Bitcoin asset of the quantum miner
m Newly mined Bitcoin
mq Bitcoin newly mined by the quantum miner
D Scale of double-spending
S Scale of stealing
PB Equilibrium Bitcoin price without double-spending or stealing
PD Equilibrium Bitcoin price with only double-spending
PS Equilibrium Bitcoin price with only stealing
PDS Equilibrium Bitcoin price with both double-spending and steal-

ing
Pds Risky Equilibrium Bitcoin price with double-spending and

stealing
wd Success rate of double-spending
ws Success rate of stealing
P Overall price level of goods and services traded in Bitcoin
Y Quantity of items traded using Bitcoin as medium of exchange
V Velocity of Bitcoin, frequency at which Bitcoin is used to pay
T Units of Bitcoin used as medium of exchange
n Total miner population

ing the optimal scale of such attacks and analyzing competition
or collusion among quantum miners through game-theoretic
models. This research advances that literature by (i) integrating
both theft and double-spending within a unified framework,
and (ii) situating the analysis in the quantum-mining context,
introducing the novelty of theft integration and a more detailed
equilibrium taxonomy. It proposes a comprehensive simu-
lation framework for post-quantum cryptocurrency attacks.
By synthesizing existing research across quantum computing,
cryptocurrency and blockchain, and cybersecurity economics,
our work offers a holistic understanding of quantum threats.

III. MODEL OF CRYPTOCURRENCY CHEATING BY
QUANTUM MINER

In this section, we develop an economic framework to
analyze the financial incentives that may drive quantum-
capable adversaries to initiate cryptocurrency (i.e., Bitcoin)
theft and double-spending attacks. Central to this analysis is
the role of Bitcoin’s market price, which fundamentally shapes
the economic behavior of all participants, including rational
attackers. The primary theoretical challenge lies in the pricing
of Bitcoin itself, which remains a complex and evolving topic
in the literature.

To address this, we construct a pricing model grounded in
the classical quantity theory of money, supplemented by a
market-based supply-and-demand framework specific to cryp-
tocurrency dynamics. This hybrid model captures the interplay
between Bitcoin’s fixed issuance schedule and fluctuating
market demand, providing a baseline for understanding its
valuation under normal conditions.

We then extend the model to quantify the economic impact
of adversarial actions, specifically, how Bitcoin theft and
double-spending affect Bitcoin’s effective circulating supply,
alter perceived market stability, and ultimately influence price
formation. These attack vectors introduce exogenous shocks
to both supply and demand dynamics, thereby creating feed-



back effects that may either amplify or mitigate the financial
incentives for further exploitation.

For clarity and ease of reference, Table I presents a list
of the key variables/symbols employed throughout the models
and their definitions.

A. Financial Incentives and Role of Market Value

Participation in the Bitcoin network is driven by a variety
of incentives, which vary depending on the participant’s role,
such as miner, node operator, developer, investor, or service
provider. Each class of participant contributes to the function-
ality and security of the decentralized system, and in return,
receives different forms of value: financial, technological,
or ideological. Among these, financial incentives are among
the most significant, particularly for those involved in the
validation and security of the blockchain, such as miners.

The economic appeal of Bitcoin stems in large part from its
fixed and algorithmically enforced supply cap of 21 million
coins. This programmed scarcity stands in contrast to fiat cur-
rencies, which are subject to discretionary monetary expansion
by central banks. Bitcoin’s deflationary design supports its
position as a store of value and inflation hedge. Preserving
Bitcoin’s scarcity, decentralization and security is critical to
maintaining market confidence and network participation. If
these foundational attributes were to be compromised, the
financial incentives for network participants would diminish,
potentially undermining the system’s stability. This necessity
for preservation explains the network’s strong social and tech-
nical resistance to inflationary changes and unvetted protocol
upgrades.

Miners, as the primary security providers in the Bitcoin
ecosystem, are incentivized through two main revenue streams:
block rewards and transaction fees. The block reward, cur-
rently set at 3.125 Bitcoins following the 2024 halving,
compensates miners for successfully appending new blocks to
the blockchain. In addition, miners earn transaction fees from
users whose transactions are included in these blocks. This
is especially true after diminishing mining rewards designed
in the protocol. Together, these income sources justify the
significant capital expenditures miners incur for specialized
hardware and electricity consumption.

Beyond immediate revenues, miners may also be financially
motivated to retain the Bitcoin they earn, anticipating long-
term price appreciation. This speculative holding strategy, if
realized, can significantly increase their cumulative profits.
More importantly, it aligns miner behavior with the long-term
value proposition of the network: the stronger the market price
of Bitcoin, the greater the incentive to continue mining and
supporting the protocol. This alignment reinforces network
security by encouraging sustained and honest participation.

Accordingly, the dominant financial incentive across roles
in the Bitcoin network, whether through mining, investing,
or infrastructure provisioning, ultimately depends on Bitcoin’s
market valuation. Regardless of whether miners liquidate
their earned coins or hold them for speculative gain, their
profitability is directly linked to the prevailing price of Bitcoin.

This interdependence is particularly important in the context
of emerging threats, such as quantum attacks, which could
compromise the security of the blockchain if economically
justified.

In the subsequent economic analysis of a quantum miner’s
strategic decision-making, we focus on the critical role of
Bitcoin’s market price. To isolate the effect of price, we
adopt a simplified model that excludes transaction fees and
mining/attack cost. Under these assumptions, both the poten-
tial benefits of successful attacks and the opportunity costs
associated with attacks as functions of Bitcoin’s market value.
As such, fluctuations in the price of Bitcoin become the
primary determinant of the economic feasibility and scale of
attacks by financially motivated adversaries.

B. Quantity Theory of Bitcoin

The Quantity Theory of Money (QTM) is an economic
theory that explains the relationship between the money supply
and the price level in an economy. It is most commonly
expressed using the equation of exchange:

MVm = PmYm (1)

where M is the money supply, Vm is the velocity of money
(how frequent a unit of currency is spent), Pm is the price level
of goods and services, and Ym is the quantity of goods and
services exchanged. The theory posits that the total amount
of money spent in an economy (MVm) is equal to the total
value of goods and services sold (PmYm). Under the classical
assumption that Vm and Ym are relatively stable, any increase
in the money supply will lead to a proportional increase in the
price level.

In the context of Bitcoin or other cryptocurrencies, the QTM
can be adapted as follows:

TV = PBTCY (2)

where T is the quantity of Bitcoin used for transactional
purposes, V is the velocity of Bitcoin (how often Bitcoin
is transacted), PBTC is the price of goods and services in
Bitcoin, and Y is the volume of real economic transactions
using Bitcoin. In this formulation, Bitcoin serves as the
monetary unit used to price goods and services.

When expressed in fiat terms, and treating Bitcoin as
a medium of exchange for digital payments, its monetary
dynamics can be captured by the following quantity equation::

PBTV = PY (3)

Here, PB denotes the fiat-denominated market price of
Bitcoin. On the right-hand side, P stands for the general
price level of goods and services traded in Bitcoin (also in
fiat terms), hence both sides are equal to the market value of
transactions conducted using Bitcoin in fiat terms.

It is important to emphasize that both PB and P are
measured in fiat currency units (e.g., USD), reflecting Bit-
coin’s exchange value and its purchasing power relative to
conventional goods and services.



C. Quantum Attack-free Bitcoin Price

In equation (3), T is accurately interpreted as the “Bitcoin
in use” rather than the “desire to use Bitcoin.” That is, T
reflects the effective circulating quantity of Bitcoin employed
for transactional purposes, but does not directly capture trans-
actional demand. It captures actual usage rather than latent or
unexpressed demand. Nevertheless, for analytical tractability,
we assume that the observed use of Bitcoin adequately reflects
the underlying demand for it as a medium of exchange.
Under this simplification, the volume of Bitcoin needed for
transactional purposes is treated as equivalent to the real
transactional demand, which can be expressed as follows:

T =
PY

PBV
(4)

Let B denote the total quantity of Bitcoin in circulation
(i.e., the real supply of Bitcoin). The equilibrium in the Bitcoin
market is characterized by the condition that:

B = T =
PY

PBV
(5)

Solving (5), the equilibrium Bitcoin price is

PB =
PY

BV
(6)

As indicated by the pricing formula, the price of Bitcoin
rises with increasing demand and falls with an expanding
supply.

For analytical simplicity, we hold Bitcoin demand constant
(i.e., P , Y , and V are all exogenous) and allow only the supply
to vary. Bitcoin supply grows through the mining process,
where new coins are created as rewards for miners who
validate transactions and secure the network. This issuance
is governed by Bitcoin’s underlying protocol, which ensures
a predictable and gradually declining rate of coin creation.
Ultimately, the total supply of Bitcoin is capped at 21 million
BTC, a limit expected to be reached around the year 2140 [30],
[31]. Consequently, the Bitcoin supply curve is asymptotic in
nature, with the majority of coins mined early in the network’s
life and the rate of issuance slowing over time.

In a dynamic setting, the evolution of Bitcoin’s supply can
be expressed as:

B = B−1 +m (7)

where B denotes the total Bitcoin in circulation in the current
period, B−1 represents the total Bitcoin from the previous
period, and m is the amount of newly mined Bitcoin added in
the current period. The value of m decreases over time due to
the halving mechanism embedded in the Bitcoin protocol.

D. Effects of Theft and Double-spending on Bitcoin price

Let D be the scale of double-spending, which increases
Bitcoin supply from B to B + D, similar to counterfeit
currency that injects unauthorized money into circulation. The
market price of Bitcoin with double-spending is

PD =
PY

(B +D)V
(8)

Apparently, double-spending decreases the market value of
Bitcoin, i.e., PD < PB .

Unlike double-spending, there is no straightforward or nat-
ural method to incorporate coin theft into the Bitcoin pric-
ing model. Theoretically, large-scale Bitcoin theft, especially
through the compromise of digital signatures by quantum
attacks, can significantly erode the cryptocurrency’s perceived
value, even if the protocol itself remains technically intact.
Bitcoin derives much of its value from trust in its security,
including its resistance to unauthorized access and fake owner-
ship. If theft becomes frequent or is associated with systemic
vulnerabilities, such as those posed by quantum computing,
market participants may lose confidence in Bitcoin, or cryp-
tocurrency in general, as a store of value and shift their capital
to alternative, more secure assets, thereby exerting downward
pressure on its price.

For instance, if a quantum adversary successfully com-
promises high-value, dormant wallets (e.g., those belonging
to early miners) and rapidly liquidates the stolen coins, the
resulting sell pressure could cause a substantial price drop. In
such a scenario, market dynamics may become self-fulfilling:
the more market participants believe Bitcoin is no longer
secure, the more they sell, accelerating the price decline. A
successful quantum-based theft could thus trigger a broader
crisis of confidence in the ecosystem.

Importantly, Bitcoin’s value is not solely embedded in its
code or scarcity. It also depends on the belief that it is secure,
predictable, and resistant to future threats. Undermining this
belief compromises Bitcoin’s economic utility and market
valuation.

The following formula captures how the negative impact of
coin theft can be modeled in terms of its effect on Bitcoin
price:

PS =
(1− S

B )PY

BV
(9)

where S denotes the scale of stealing and S
B represents

the reduction in effective Bitcoin demand, measured as the
proportion of total stolen Bitcoin relative to the total Bitcoin
in circulation. As the expression indicates, an increase in theft
leads to a decrease in Bitcoin’s price by undermining market
confidence and perceived security.

In summary, both double-spending and theft exert down-
ward pressure on the price of Bitcoin, albeit through different
mechanisms. In a nutshell, double-spending reduces Bitcoin’s
price by effectively increasing the circulating money supply,
while stealing lowers the price by diminishing market demand,
as it erodes user confidence in Bitcoin’s security. By com-
bining Equations (8) and (9), we incorporate the effects of
both double-spending and coin theft into an extended Bitcoin
pricing model as follows:

PDS =
(1− S

B )PY

(B +D)V
(10)

E. Uncertainty in Quantum Attacks
The outcomes of cyberattacks are inherently uncertain.

Their success depends on a complex interplay of factors



involving both the attacker’s capabilities and the target’s
defenses, specifically, how effectively the attacker exploits vul-
nerabilities versus how robustly the system detects, mitigates,
or prevents such exploits. In the context of quantum attacks,
its advantages in cryptocurrency-related attacks manifest dif-
ferently in double-spending and coin theft, both in nature and
in feasibility.

Double-spending refers to the act of spending the same
digital coins more than once by exploiting weaknesses in
the network’s consensus mechanism, e.g., the disproportionate
hashing power enabled by quantum computing, and potentially
enabling an attacker to outpace honest miners and execute a
51% attack to rewrite blockchain history. However, due to the
quantum-resistant nature of cryptographic hashing functions,
even with Grover’s algorithm, the practical realization of such
an attack is significantly more challenging than coin theft.

Coin theft, by contrast, involves directly compromising
users’ private keys used for digital signatures. Most cryptocur-
rencies, including Bitcoin, rely on elliptic curve cryptography
(ECC) or similar asymmetric schemes, which are vulnerable
to Shor’s algorithm. Once a public key is revealed, typically
after a transaction, an attacker equipped with a sufficiently
powerful quantum computer could efficiently derive the cor-
responding private key. This would allow the attacker to sign
fraudulent transactions and transfer funds out of compromised
wallets. Unlike double-spending, this form of attack does not
require controlling the network or mining infrastructure and is
therefore considered a more immediate and tangible threat in
a quantum context.

In summary, while double-spending requires significant
quantum resources and coordination to manipulate consensus,
coin theft more directly leverages quantum computational
advantages. The capacity to break cryptographic keys presents
a more immediate and focused threat. To more accurately
reflect the probabilistic nature of quantum-enabled attacks,
we incorporate uncertainty into the quantum attack game
model. Considering the differing feasibility and likelihood of
quantum-enabled double-spending and coin theft attacks, we
model their impacts on Bitcoin price as stochastic processes.
Let the success rates of double-spending and stealing attacks
be random variables denoted by wd and ws, respectively,
where wd, ws ∈ [0, 1]. These probabilities capture the uncer-
tainty in attackers’ capabilities and defenses’ effectiveness.

We modify the Bitcoin pricing formula to incorporate these
probabilistic effects:

Pds =
(1− wsS

B )PY

(B + wdD)V
(11)

where wd < ws, given the asymmetry in quantum advantage
between double-spending and coin theft.

F. Welfare Impact of Theft and Double-spending

Financially, double-spending refers to the act of using the
same Bitcoin for two separate transactions within a short
time frame. A quantum attacker, with the ability to reverse

transactions, could exploit this by making an on-chain pay-
ment and then using their superior computational power to
reorganize the blockchain, effectively canceling the original
transaction. This would be akin to receiving a refund while
retaining the purchased item. The benefit of double-spending,
therefore, corresponds to the market value of the transaction
amount successfully duplicated. In contrast, coin theft directly
increases the attacker’s Bitcoin holdings, with the benefit
equating to the market value of the stolen coins. While double-
spending does not change the total Bitcoin balance of the
attacker, theft results in a net increase in their assets.

Considering both the benefits and costs associated with
double-spending and stealing, the net welfare gain to the
quantum miner can be expressed as:

PB(wdD + wsS)− (PB − Pds)Bq (12)

where Bq represents the Bitcoin holdings of the quantum
attacker, and wsS denotes the amount of Bitcoin successfully
stolen from other miners. Over time, the Bitcoin capital of a
quantum miner evolves dynamically as

Bq = Bq,−1 +mq,−1 + wsS−1 (13)

where Bq denotes the Bitcoin held by the quantum miner in the
current period, Bq,−1 is the Bitcoin held in the previous period,
mq,−1 represents the Bitcoin newly mined by the quantum
miner in the previous period, and wsS−1 is the amount of
Bitcoin successfully stolen during that same period.

G. Optimal Portfolio of Quantum Attacks

When a quantum miner cheats through both stealing and
double-spending attacks on the Bitcoin network, the attacker
must determine the optimal scale of each attack. A profit-
driven quantum miner selects an optimal attack portfolio by
solving the following maximization problem, which incorpo-
rates equations (6), (11), and (12):

maxD,S =
PY

BV
(wdD + wsS)− (

PY

BV
−

(1− wsS
B )PY

(B + wdD)V
)Bq

(14)
The first order condition with respect to D solves

1

B
=

(1− wsS
B )Bq

(B + wdD)2
(15)

Isolating D, we get

D∗ =

√
(B − wsS)Bq −B

wd
(16)

The first order condition with respect to S satisfies

wsPY

BV
(1− Bq

B + wdD
) = 0 (17)

This implies Bq = B + wdD, or equivalently D =
Bq−B
wd

.
Substituting into (16), we derive the final expressions as S∗ =
B−Bq

ws
and D∗ =

Bq−B
wd

.
However, since Bq < B, the optimization problem has

no real solution with respect to double-spending. This is due



TABLE II: Assigned Values of Key Parameters in Simulations

Symbol/Variable Value

B 110 + 5× (1− 10%)t−1

wd 0.2± 15%

ws 0.8± 15%

P 1

Y 1,000

V 1

n 11

to the objective function being unbounded - it can increase
or decrease indefinitely without reaching a finite maximum
or minimum. On one hand, there is no upper bound on the
domain of double-spending. On the other hand, the cost of
double-spending is neglected. Together, these factors allow for
the possibility of infinite growth in double-spending, thereby
rendering the problem unsolvable in any practical sense.
Additionally, since S < (B − Bq) and 0 ≤ ws ≤ 1, the
expression for S∗ yields only one feasible boundary solution:
S∗ = B − Bq when ws = 1. Otherwise, the optimization
problem has no real solutions for stealing either.

Given that the theoretical analysis of the quantum miner’s
attack portfolio yields no closed-form solution, we proceed
with a simulation-based analysis to gain insight into the
quantum miner’s optimal strategies for exploiting the Bitcoin
network through theft and double-spending.

IV. SIMULATION RESULTS

In this section, we parameterize the proposed model and
simulate dynamic quantum attacks on the Bitcoin network,
incorporating both theft and double-spending. Using the Bit-
coin pricing formula derived from the theoretical analysis,
along with specified parameter values and simulation settings,
we examine the dynamics of Bitcoin price, the quantum
miner’s decisions regarding stealing and double-spending, the
distribution of Bitcoin among miners, and the evolution of
the quantum miner’s profits. The assigned values of key
parameters used in simulations are summarized in Table II.

In the theoretical model, the nominal price level of goods
and services traded in Bitcoin, the real demand for Bitcoin
(i.e., the quantity of goods and services exchanged using Bit-
coin), and the velocity of Bitcoin are all treated as exogenous
variables. Without loss of generality, we set these parameters
as P = 1, Y = 1, 000, and V = 1. With these assigned values,
equation (11) simplifies to

Pds =
1, 000(1− wsS

B )

B + wdD
(18)

Let n denote the total number of miners participating in the
Bitcoin network, with n − 1 being classical miners and one
being a quantum miner. We set n = 11 and run the simulation
over 100 stages. Initially, each miner, quantum and classical,
holds 10 Bitcoin, resulting in a total Bitcoin supply of 110.
At D = S = 0, the initial Bitcoin price prior to any quantum
attacks is PB = 9.09.

TABLE III: Strategy space at each stage by quantum attacker.

(a) Both stealing and double-
spending

Steal Double Spend
same same

increase increase
decrease decrease
increase decrease
decrease increase

same increase
same decrease

increase same
decrease same

(b) Steal only

Steal Double Spend
same N/A

increase N/A
decrease N/A

(c) Double spend only

Steal Double Spend
N/A same
N/A increase
N/A decrease

In the first stage of the simulation, 5 new Bitcoins are mined.
The rate of new coin issuance decreases by 10% in each
subsequent stage. The probability that a new coin is mined
by the quantum miner is 1√

n
, while the probability that it is

mined by a classical miner is
1− 1√

n

n−1 . For n = 11, in each
round of the mining competition within the simulation, the
quantum miner possesses a 30% probability of successfully
mining a coin, whereas each classical miner has a 7% success
probability.

A. Best Strategy of Quantum Attacks

The quantum miner decides on the scale of stealing and
double-spending in each simulation round/stage. We exhaus-
tively evaluate all possible moves to identify the best action
in every stage. In total, there are nine possible combinations
of actions the quantum attacker can choose from Table IIIa.
The quantum attacker may either increase, decrease or make
no change of the amount of cryptocurrency to steal and/or
double spend.

It is important to note that random factors influence the
success rates of stealing and double-spending at each stage.
Additionally, newly mined coins are introduced into circu-
lation. Therefore, choosing the same scale of stealing and
double-spending as the previous stage does not necessarily
yield the same net gain.

Considering the costs and benefits of both attack types, the
quantum miner compares the expected net gains of the nine
options, as represented by equation (12), and selects the action
with the highest expected net gain. When adjusting the levels
of double-spending and stealing from the previous stage, the
scale of adjustment is fixed at 10%.

The uncertainty in the success of cyberattacks is reflected
in the risky success rates of double-spending and stealing.
Specifically, we set the success rate of double-spending to
fluctuate within ±15% around a mean of 20%, while the
success rate of stealing fluctuates within ±15% around a mean
of 80%. The higher average success rate for stealing reflects
the greater advantage quantum computing offers in executing
theft compared to double-spending.

Simulation studies provide practical guidance on how a
quantum miner might optimally decide on attack strategies
over time. Figure 1 illustrates the scale of Bitcoins double
spent and stolen successfully by the quantum miner in each



Fig. 1: Dynamics of cryptocurrency earned from stealing and double-
spending by the quantum miner.

round of the simulation. It is unsurprising that successful
stealing consistently exceeds double-spending due to its sig-
nificantly higher success rate.

Both types of quantum-enabled cyberattacks intensify dur-
ing the initial rounds, peaking around Stage 25 for stealing
and Stage 28 for double-spending, before gradually declining
and stabilizing at low levels toward the end of the simulation.
The results highlight a strategic trade-off where aggressive
attacks are favored in the early stages of quantum comput-
ing development, but the negative consequences of quantum-
powered cyberattacks eventually suppress such behavior. In
other words, quantum attacks on the Bitcoin network are not
sustainable in the long term.

Note that Figure 1 also includes a curve showing the
quantity of newly mined coins by the quantum miner. Mining
is incorporated to enhance the realism and practical relevance
of the simulations. Together with stolen Bitcoin, these mined
coins contribute to expanding the quantum miner’s Bitcoin
holdings, as shown later in Figure 4.

B. Profitability of Quantum Attacks

The quantum attacker launches stealing and double-
spending attacks on the Bitcoin network to generate profit.
When the quantum attacker follows the best-response strategy
described above, the net gain (profit) in each stage is maxi-
mized. Figure 2a displays the actual net gain earned by the
quantum attacker in each simulation stage.

Interestingly, the quantum miner is only able to earn con-
sistent profits during the early stages of quantum computing.
As shown, quantum attacks are profitable at the outset, with
profitability rising initially. However, after reaching a peak,
profits begin to decline. Eventually, quantum attacks become
unprofitable, and the quantum miner loses the financial in-
centive to continue launching such attacks. In the simulation,
net gains drop to zero and remain at zero from Stage 75 on-
ward, reflecting the erosion of financial incentives to continue
attacking the network.

Figure 2b illustrates the cumulative net gain accumulated
over the course of the simulation. The curve initially increases
at an accelerating rate, driven by profitable attacks in early
stages. As the profitability of attacks diminishes (as shown
in Figure 2a), the growth in cumulative profits slows and
eventually levels off. This plateau indicates that quantum
attacks yield diminishing returns over time, making them
unsustainable as a long-term profit strategy.

The results from Figure 2 highlights an important eco-
nomic implication of quantum-powered cyberattacks: their
profitability is inherently time-limited. In the early stages, the
quantum miner benefits from the relatively low opportunity
costs of quantum attacks, making quantum attacks financially
attractive. However, as attack intensity distorts the Bitcoin
network by lowering price, depleting available targets, and
increasing systemic risk, the profitability diminishes rapidly.

C. Dynamics of Cryptocurrency Price

When the quantum miner conducts cyberattacks through
both cryptocurrency stealing and double-spending, the market
price of cryptocurrency fluctuates in response to the scale of
these activities, as defined by equation (11). Theoretically, the
Bitcoin price is inversely related to both types of attacks. An
increase in double-spending or stealing reduces the market
value of Bitcoin.

The quantum miner’s chosen attack strategy in each stage
directly influences the market price, which is computed using
equation (18) and the assigned parameter values. Figure 3
presents the simulated equilibrium price of Bitcoin over time
as the quantum miner engages in both double-spending and
theft. Because the scale of cyberattacks is incrementally ad-
justed in each stage based on the previous stage, an increase
in Bitcoin price signals a reduction in attack intensity, while
a price decrease indicates an escalation in quantum attacks.
Consistent with this, Bitcoin price declines in the early rounds,
coinciding with the rising scale of attacks shown in Figure 1.
Bitcoin price begins to recover slightly once attack intensity
peaks and then recedes.

The price eventually stabilizes around Stage 70, reaching a
long-run steady-state level of approximately 6.45. This timing
aligns with the near cessation of both double-spending and
theft attacks, as shown in Figure 1. The shape of the price
trajectory suggests that the quantum miner intensifies attacks
in the early stages, driving down the Bitcoin price. As the
attacks are gradually abandoned and the supply of newly
mined Bitcoin diminishes, the market stabilizes and the price
converges to a new equilibrium.

D. Distribution of Cryptocurrency

As the quantum miner launches both stealing and double-
spending attacks on the Bitcoin network, the distribution of
Bitcoin across participants shifts significantly. Initially, all
miners, both quantum and classical, begin with 10 Bitcoins
each. Over time, the quantum miner accumulates additional
Bitcoin by winning mining competitions and, more substan-
tially, by stealing from classical miners. Meanwhile, classical



(a) Net gain from quantum attacks per stage (b) Cumulative net gain from quantum attacks

Fig. 2: Net gains and cumulative net gains by quantum-enabled attacker over the course of the simulation.

Fig. 3: Dynamics of cryptocurrency (Bitcoin) price in the presence
of quantum attacks through theft and double-spending.

miners can still earn Bitcoin through successful mining but
also risk losing their holdings to theft by the quantum attacker.

In each simulation stage, the quantum miner selects an
amount of Bitcoin to steal and randomly targets classical
miners until this target is met. By the end of Stage 100, the
quantum miner holds 142 Bitcoins out of a total supply of
approximately 155. Among the 10 classical miners, one (Miner
5) retains over 8 Bitcoins, while a few others (such as Miner
1 and Miner 8) hold between 2 and 3 Bitcoins. The remaining
classical miners are left with none.

Figure 4 illustrates the evolution of Bitcoin holdings for
the quantum miner and the classical miners throughout the
simulation. For clarity, only the changing balance of Miner 2
is shown to represent the group of classical miners who end up
with zero Bitcoin. As shown in Figure 1, the quantum miner
acquires significantly more Bitcoin through theft than through
mining. As the simulation progresses and the network comes
under sustained quantum attacks, theft activity diminishes, and
the total Bitcoin supply approaches its protocol-imposed cap.

Fig. 4: Distribution of cryptocurrency holdings among quantum and
classical miners over time.

At this point, the distribution of Bitcoin stabilizes. In Figure 4,
the quantum miner’s holdings initially rise rapidly, then grow
more slowly, and eventually plateau.

E. Stealing vs. Double-spending

For completeness, we also present simulation results in
scenarios where the quantum attacker engages exclusively in
either double-spending or coin theft attacks on the Bitcoin
network. If the quantum attacker’s objective is limited to either
stealing coins from other participants or executing a double-
spending attack, it selects one of the actions outlined in Table
IIIb and Table IIIc, respectively.

Figure 5 illustrates the optimal strategy adopted by the
quantum attacker regarding the intensity of coin theft (Figure
5a) and double-spending (Figure 5b) at each stage of the
simulation. Notably, the trend in Figure 5a mirrors the shape
of the solid line in Figure 1.

In scenarios where the attacker engages exclusively in
coin theft, expansion of attacks proves profitable primarily



(a) Cryptocurrency earned through coin theft only (b) Cryptocurrency earned through double-spending only

Fig. 5: Dynamics of cryptocurrency accumulation through coin theft only or double-spending only by the quantum attackers.

in the early stages of quantum computing. As the attacker
accumulates Bitcoin holdings from prior thefts, the opportunity
cost of further attacks, i.e., the adverse impact on Bitcoin’s
market value, gradually outweighs the marginal benefits. This
dynamic ultimately deters the attacker from continuing to
scale up theft. The overall magnitude of theft in this case
is also lower: in the simulation, the peak theft level is 6.3,
compared to 6.5 in the mixed-strategy case (both theft and
double-spending).

In contrast, when double-spending is the sole form of
exploitation, the attacker continually escalates the scale of such
activity to ensure that profits from double-spending surpass the
capital loss from Bitcoin’s declining price. As shown in Figure
5b, the scale of double-spending starts at 0.3 and steadily
increases. In later stages when Bitcoin’s price has nearly
collapsed (as shown later in Figure 7), the incentive to double-
spend accelerates sharply. This surge reflects the attacker’s
need to offset asset depreciation through more aggressive
exploitation. The explosive growth in double-spending is also
attributable to a simplifying assumption in the simulation:
double-spending incurs no direct cost for the attacker.

Figure 6 presents the profitability of quantum attacks under
two exclusive strategies: theft-only and double-spending-only.
Specifically, Figures 6a and 6b illustrate the net gains associ-
ated with each strategy, respectively. The trajectory in Figure
6a closely resembles that of Figure 2a, and it can be interpreted
in a similar manner.

However, when the attacker is limited to double-spending,
with no upper bound on attack frequency and no counterbal-
ancing theft to incentivize price preservation, the net gain
from double-spending increases substantially and becomes
both volatile and persistent in the later stages of the simulation.
As Bitcoin’s price approaches negligible levels, the ability of
double-spending to further elevate net gains diminishes.

It is also worth noting that if theft is the sole mode of attack,
as opposed to a combination of theft and double-spending, the
overall profitability of quantum-enabled attacks is reduced.

Figure 7 compares the evolution of Bitcoin’s market price
under two distinct quantum attack strategies: theft-only and
double-spending-only. The dashed curve depicts the price
dynamics in the theft-only scenario, which closely mirrors the
pattern observed in Figure 3. Given that the intensity of theft
is lower when it is the sole attack method, the steady-state
Bitcoin price in Figure 7 is slightly higher than in the mixed-
attack scenario shown in Figure 3 (6.4515 vs. 6.4513).

In contrast, when the quantum attacker engages exclusively
in double-spending, the price of Bitcoin declines continuously
as the scale of the attack expands, ultimately resulting in a
dramatic loss of value.

The simulation results for these single-attack scenarios
suggest that quantum miners are unlikely to sustain indefi-
nite profits from quantum advantages alone. While double-
spending yields higher short-term financial returns than theft,
and despite quantum computing being inherently more effec-
tive for executing theft, the long-term consequence is a severe
devaluation of cryptocurrency. By the end of the simulation,
Bitcoin’s price has dropped to an extremely low level.

F. Discussion and Strategic Insights

The results reveal several important patterns. Quantum
attacks are most profitable shortly after quantum computing
capabilities emerge—a period when defensive measures are
likely to be weak or nonexistent. Both theft and double-
spending attacks intensify in the early stages and peak dur-
ing roughly the first third of the simulation period before
declining. However, these attacks inherently erode the net-
work’s economic value by driving down the market price
of cryptocurrency, which reduces profitability and ultimately
disincentivizes continued attacks. This suggests that quantum-
enabled exploitation is not sustainable over the long term.

The profitability of these attacks is closely linked to Bit-
coin’s market value: when prices rise, attacks become more lu-
crative and intensify, but the increased attack activity depresses
Bitcoin’s price, reducing the rewards and making further



(a) Net gain from coin-theft-only attacks (b) Net gain from double-spending-only attacks

Fig. 6: Net gains from quantum-enabled attacks

Fig. 7: Dynamics of Bitcoin price under stealing-only and double-
spending-only quantum attack scenarios.

attacks less attractive. As the quantum miner accumulates
Bitcoin through theft, preserving the asset’s value becomes
a priority, leading to a gradual cessation of attacks. From an
economic perspective, the cryptocurrency network is governed
by incentives that inherently constrain attackers motivated by
profit. Similar to Gresham’s law, where “bad money drives
out good,” excessive double-spending and theft undermine
trust in the cryptocurrency system, causing participants to
reject the currency altogether. To avoid destroying the value
of their own holdings, quantum attackers cannot afford to
“overattack.” Even in the absence of active defenses, quantum
attacks eventually become self-defeating.

The natural erosion of quantum attack profitability, evi-
denced by the plateau in cumulative net gains observed in the
simulation, suggests that such attacks pose the greatest threat
during the early transitional phase of quantum computing.
Defensive efforts should therefore be concentrated during this
period. From a policy standpoint, early adoption of quantum-
resistant cryptographic standards and vigilant monitoring of

network anomalies can substantially mitigate short-term risks.
From a technical perspective, accelerating the migration to
post-quantum cryptographic protocols will reduce the window
of vulnerability.

It is worth noting that among the attack scenarios analyzed,
theft-only yields the lowest peak net gain, making it the
least damaging. A portfolio combining both theft and double-
spending achieves a higher peak gain but remains self-limiting.
The worst-case scenario is double-spending alone, as it allows
unlimited attacker gains and results in the complete destruction
of the cryptocurrency system. Therefore, while transitioning
cryptocurrency networks to quantum-resistant cryptographic
algorithms is essential, defensive strategies must prioritize
strengthening cryptographic hashing to resist quantum attacks
and minimize double-spending. Digital signatures for prevent-
ing theft can be a lower priority compared to securing hashing
mechanisms against double-spending. Additionally, enhancing
surveillance to detect suspicious activity, such as coordinated
double-spending or abrupt shifts in Bitcoin holdings, and
designing incentive mechanisms that render cybercrime eco-
nomically irrational or prohibitively expensive are necessary
to limit the feasibility of quantum attacks. One limitation of
the current modeling and simulation is the exclusion of mining
and attack costs, effectively representing the best-case scenario
for quantum attackers in terms of potential financial gain.
Incorporating attack costs into the framework would further
discourage attackers from initiating additional attacks.

V. CONCLUSION

Quantum-based cybercrime poses a significant threat to
current cybersecurity infrastructures, particularly cryptocur-
rency networks. This research investigates two types of quan-
tum attacks, i.e., cryptocurrency (Bitcoin) theft and double-
spending, from an economic perspective involving quantum-
capable adversaries. A key observation is that double-spending
effectively undermines Bitcoin’s capped supply by introducing
inflation, while coin theft erodes trust in the cryptocurrency.



We developed a novel modeling framework to quantify the
costs, benefits, and net gains of quantum attacks under var-
ious scenarios. Through simulation studies, we analyzed the
dynamic behavior of Bitcoin under sustained quantum attacks,
with a focus on how a profit-driven quantum miner would
adapt the intensity of theft and double-spending based on
expected returns.

Our findings reveal that quantum attackers face an inherent
paradox: their success in exploiting the system diminishes
the very value they seek to extract. As attacks intensify, the
loss of credibility and market value reduces the profitability
of continued exploitation, introducing a natural economic
constraint. This self-limiting dynamic suggests that quantum-
enabled attacks may not be sustainable in the long term. These
results carry important policy and technical implications. The
window of vulnerability to quantum attacks appears to be
temporally constrained, with the highest risk occurring during
the early phase of quantum computing adoption. Accordingly,
defensive strategies should be prioritized during this critical
period. In particular, transitioning to post-quantum crypto-
graphic protocols is essential. Among these, strengthening
post-quantum-resistant cryptographic hashing algorithms (to
prevent double-spending) should take precedence over post-
quantum digital signatures (used to prevent theft). Addition-
ally, enhancing network surveillance, anomaly detection, and
coordinating international efforts to deter quantum cybercrime
are vital components of an effective response.

Beyond cryptocurrency domain, future research should ex-
plore the broader landscape of quantum-based cybercrime.
Deeper understanding of the economic incentives, behavioral
adaptation, and long-term viability of quantum attacks will
support the development of more resilient systems and enable
the design of focused, timely, and economically-informed
mitigation strategies.
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