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Security Management

Needs of Network Manager
Health check
Situation awareness
Accountability / Forensics
Troubleshoot

Challenges
Huge amount of data
Complexity
Dynamics
Gap: daily monitoring operational
interpretation
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Network Anomaly

Network anomaly is useful in many areas of 
network management.
Some examples of “easy” anomalies

Readings from sensor network
DoS attack
Port scanning
Packet headers match a pattern

More general (harder) anomalies
Stealthy
Less traffic
Given only a time-series of network graphs, can 
we detect abnormal changes and find the 
underlying causes?
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Graph Diff. Anomaly Visualization
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Differential Anomaly Visualization

Graph differential anomaly visualization (DAV)
framework

Whole graphs
Nodes and edges
Communities (subgraphs)

More tolerant to the dynamics of network.
Effectively visualizes the dynamics and abnormal
changes among the heterogeneous, time-series 
network graphs.
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Monitoring Where, Who, and What

Need finer granularity than raw network 
connectivity
Two important enterprise network 
components

Who (users) are responsible
What (applications) are running on the 
network.

CONTENT vs. CONTEXT
Associated with each network connection
Users, applications, parameters, file
accesses, etc.
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Traditional view
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Network flows – Who and what?
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Data Collection Agent

Gathers context from local hosts
who (users), what (applications), when (time),
where (hosts)

Built-in system tools (free and robust)

Easy to deploy ( no change to existing systems)
Lightweight

CPU< 2%
Bandwidth ( 1000 hosts:  240 Kbps = 0.2% of 100Mbps)
Disk ( 1GB /host/year)
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HUA Graph View
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Bipartite graphs

The general HUA connectivity graphs can be 
separated into (multi-)bipartite graphs.

4/17/2012 Department of Computer Science      Central 
Michigan University

13

src
host

dst
host



K-partite graphs
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Similarity Graphs (app)
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Visual Analysis for Network Management

Data mining / machine learning
Automatic
Algorithmic, analytic methods
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Visualization
Manual
interactive visual exploration
Bring in domain knowledge from 
experienced managers.



Differential Anomaly Visualization

What are the changes?
What are the variance and invariance?
How similar (different) from day-to-day 
network activities?
What changes are normal / abnormal?
How to quantify and visualize the evolution of
changes?
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Hierarchical DAV
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Graph Diff. Anomaly Visualization
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Graph Properties
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Graph Similarity

General graph isomorphism
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Graph distance

Edit distance: number of operations required to 
transform one into the other.
Graph Edit Distance (GED) [Bunke07] to 
measure the graphs’ similarities.
Maximum common subgraphs (MCS) based:

Graph edit distance (GED) based:
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Expected Graphs (EG)
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Differential visualization
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Link Anomalies
Not exactly link prediction problem.

Common neighbors assumption
Known nodes only assumption
Non-dynamic assumption

Proof-of-concept
Non-linear weighting frequency function

Can take inputs from future link anomaly algorithms
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Link Anomalies Visualization
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RED:  Type-I anomaly:  should appear but did not appear
BLUE: Type-II anomaly: should not appear but appeared



Link Anomalies Visualization
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Link Anomalies Visualization
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Community-based DAV

Intermediate similarity metric
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Intra-graph clusters visualization
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Temporal Community Evolution
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Community-based DAV

Graphs changes via community similarity
Similar to Rand Index [Rand71]

Flexibility
Suitability for highly dynamic networks
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Community-based DAV (example)
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Community-based DAV
(MDS view)
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Communities of a User Similarity Graph
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Conclusion
Network (security) management is hard.

Large scale, heterogeneity, dynamics, complexity
Anomaly detection and analysis is important yet 
challenging.
We developed a novel hierarchical graph differential
anomaly visualization (DAV) framework

Combines automated graph data mining and manual exploration.
At different levels: Graphs, Nodes/Edges, Communities

Completeness
Overview vs. Details-on-demand
Exact changes vs. Dynamic churns
Detection vs. root causes

DAV: intelligent, time-efficient management alternative.
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More info visit http://cps.cmich.edu/liao1q

4/17/2012 Department of Computer Science 
Central Michigan University

39

Thank You !



Questions
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