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Network Management

What is going on in the network?

Private
Public servers
servers =

Wireless
‘ Users

> @
R

DMZ
Applications
Data
Wired 3
Users —
Internet Enterprise
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Security Management

Needs of Network Manager

B Health check

B Situation awareness
B Accountability / Forensics %r
B Troubleshoot

Challenges

B Huge amount of data

B Complexity

B Dynamics

B Gap: daily monitoring €<-> operational
Interpretation
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Network Anomaly

network management.

Readings from sensor network
DoS attack

Port scanning

Packet headers match a pattern

More general (harder) anomalies

Stealthy
Less traffic

Some examples of “easy” anomaliesé

£

g o |I

Network anomaly is useful in many areas of

mmmmm

Given only a time-series of network graphs, can
we detect abnormal changes and find the

underlying causes?
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Graph Diff. Anomaly Visualization

My network at time | __My network at time |

I ;o

——————in o

~ ->_ Temporal
anomalies
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Differential Anomaly Visualization

[0 Graph differential anomaly visualization (DAV)
framework

B \Whole graphs
B Nodes and edges
B Communities (subgraphs)
[1 More tolerant to the dynamics of network.

[ Effectively visualizes the dynamics and abnormal
changes among the heterogeneous, time-series
network graphs.
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Monitoring Where, Who, and What

Need finer granularity than raw network
connectivity

Two important enterprise network
components
B \Who (users) are responsible

B \What (applications) are running on the
network.

CONTENT vs. CONTEXT
B Assocliated with each network connection

B Users, applications, parameters, file
accesses, etc.
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Local Context

app:129.74.20.134_120485_condor_starter app:129.74.20.1 34_99_|:0 dorsig

Bigger picture:
what is happening
on the network

app:128.74.20134_1 85_parrot

usr129.74.20.134_rmckeon

usr129.74.20.134_9

app:129.74.20.134_108172 chirp_sener

ap129.74.20.134_0_m8PB23LM01151
usr129.74.20.134_condor

\

usr129.74.20.134_28

usr129.742013§_0

aPp:129.74.20134_108172_condor_:

app:129.74.20.134_0_sshd

Applications

app:129.74.20.134_28_nscd
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Traditional view

80,tcp 53,udp

8745,udp name.cmich.edu

4157 tcp

www.cmich.edu

2128,tcp

labO1l.cps.cmich.edu
9875,tcp 79,tcp
R3208.orange.fr directory.cmich.edu

Most existing tools show this view
Web traffic in, web traffic out, DNS, Active Directory
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Network flows — Who and what?

1S

AN www.cmich.edu
H elAiss U

A

gliao
nessus

U

rmcfall

4157,tcp

admin
80,tcp (% Uy WWW

9875,tcp
labO1l.cps.cmich.edu °
A H

firefox R3208.orange.fr apache

Network Context Graphs




Data Collection Agent

[0 Gathers context from local hosts

B who (users), what (applications), when (time),
where (hosts)

[0 Built-in system tools (free and robust)

who, where what who, what, where when

netstat pS |sof diff

T

[0 Easy to deploy ( ho change to existing systems)

[0 Lightweight
B CPU< 2%
B Bandwidth ( 1000 hosts: 240 Kbps = 0.2% of 100Mbps)
B Disk ( 1GB /host/year)
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HUA Graph View

B euAvis: Enterprise Network Activities Visualization Tool v1.3

Graph controls

File View Statistics Graph Similarity Importance Measure Clustering About

==l x

System | Hosts | Users | Apps graph[0].aml |

< |
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Bipartite graphs

[0 The general HUA connectivity graphs can be

separated into (multi-)bipartite graphs.

host:iss-node030 cse.nd. edu L
host:iss-nodel32 cse.nd. edu L
host:cchweb03. cse nd. edu L
host:cclweb00. cse.nd. edu_L
host:129.74.153.2435 L
host:cvrl-c0-15. cse.nd. edu_L
host:cclscratehO0.cse.nd. edu_L
host:colws00 cse nd. edu L
S I’C host:classical ceelab nd. edu L
host:chamber.cselab.nd edu L
h OSt host:thermometer.cse.nd. edu_ L
host:celsun1Z csend. edu L
host:cvrl-c0-1.cse.nd. edu L
host:129.74.154.230 L
host:cvrl-c0-2 cse.nd. edu L
host:sc0-03.cse.nd. edu L
host:=c0-04. cse.nd. edu_ L

host:cse-ibm-02.cse.nd. edu L

domain:128.105.175.0_R
host:iss-node007 cse.nd. edu R
domain:B4. 12300 R
host:loce2? . cse.nd. edu_R
host:locol1 . cse.nd edu R
host:cyrl-c0-22 cse.nd edu R
host:bartok. helios.nd.edu_R
host:loco21 . cse.nd edu R
host:iss-nodel0B cse. nd. edu R
domain:207.171.185.0 R
host:cclws03 cse.nd. edu R
domain:Bd.124.109.0 R
domain:141.161.133.0 R
host:cyrl-c0-9. cse.nd edu R
domain:205.183.211.0_R
host:msvpn-pl.cc.nd.edu R

host:styx. cse.nd. edu R

host:confucius belios nd edu R

dst
host
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K-partite graphs

’————~

-~ Hosts
/

Quadripartite graph

Users Applications Hosts

\'
|
|
|

L hosticclsun09.csend.edu_L usr:slivg app:MATLAB | domain:12.130.81.0_R
— - — L
lf Y hust:129.?4.153.235;|/4‘/' usr28 appacroread I domain: 123.103.101.0_R
| I host:jupiter.cse.nd. edu_L I usr27 app:amandad I domain:123.103.102.0_R
Info-1 ! cu _ ! -
| I host:129.74.153.243_L I usrmaliasya app:hash I domain:123.103.12.0_R
| I hostivault.cse.nd.edu_L usrgmade : i host:cobalt helios. nd.edu R
gal N 1 wault. cee.nd.edu_ | q ¥ app:firefox-hin | — L
l ] host: 12974 154 204 | usr33 app:bonobo-activation-server | dnﬁin:124.153.255.D_R
N = =
host:cchwsl2 cse.nd.edu_L I usrtraeder app:java | host: stats.hpoe.nd.edu_R
"My ""'I--_. —a
host: 129.74.154.253 L ﬂ“ | Lt crnorett app:catalog_sere domain: 124.235.251.0_R
hust:cclwebDS.cse.nd.yu_l_ “l""'-' Lsr ool app:gaim l dormain:bb. 254 2320 R
hast:bender-wire. copid. edu_L : usrmalbrec? app-gzip : domain:125.16.223.0 R
hnst:ccldb.eﬁ.nd.edu_L L st ychen]2 _aapp:ssh 1 host:opteron hpee.nd. edu_R
host: aﬁn.cse.nd.edu_L_— i usr32 app:gweather-a‘piplet \dnmain:128.105.143.D_R
hy:cclscratchﬂﬂ.cse.nd.edu_L i usrcandar app:chirp_server domain:128.105.175.0_R
/hust:bDutIeg.cseIah.nd.edu_L | usrdchen app:clock-applet host:sc0-04 . cse.nd.edu_R
7’ jost:celscratchd.cse.nd.edu_L / usr.dcieslak app:candor domain:128.105.7.0_R
.,
' jost:colscratch02 cse nd edu L | usr99 app:python I host:sc0-10.cse.nd. edu R
LAY
- = | I ~
f \  hosteelsunO0. cse.nd. edu L i ust: hwangs app:httpd I domain:1258.183.240.0_R
5N oy
I Criti | I hostcelsunDl cse.nd.edu_L “Kjackel : hast: di d.edu R
rl ICa : . hd.edu| | usr:kjackele app:parrot | ostidirectory.nd. edu_
M
: : host:cclsun0Z. csend.edu_L | ust:thoens app:sendrmail | dnmain:12-8‘;211.143.D_R
| path I host:celsun03. cse nd.edu_ L | usr: phui app:condor_negoti | host:breathed. helios.nd.edu_R
\ ¢ hosticclsunOd.cseond.edu L I usr:mcracker app:condor_preen I domain:128.211.157.0_R
host:cclsun0S.csend. edu L : Lsrmniemier app:condor g : dormain:128.211.158.0 R
hast:cclsunOB.cse.nd.edu L I ust-maolsand app:condor_schedd I domain:129.156.18.0_R
host:cclsun0? . csend.edu_L ol R e W deatA e _EF]ECD_I"ID{DL_SED{D_W $ 000 domain:129.215.170.0_R
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Similarity Graphs (app) -
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chirp_server

*
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)
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= condor_shadow .
[ |
I = calnoy Sl ChH=Peter_James .:
-‘ L]
P condar_collect .
. LJ
° 0
% catalog_server K

x‘ condor_collec .: Ent users
0‘. condor_schedd ”,‘ (CO n d 0 r)

chirp_get ‘e .

*
. condor_starter  e*
. i
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Visual Analysis for Network Management

Data mining / machine learning
=  Automatic

= Algorithmic, analytic methods
Visualization

= Manual

= |Interactive visual exploration

= Bring in domain knowledge from
experienced managers.
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Differential Anomaly Visualization

What are the changes?
What are the variance and invariance?

How similar (different) from day-to-day
network activities?

What changes are normal / abnormal?

How to quantify and visualize the evolution of
changes?

Insights
(variants, Invariants,

Dynamic and

Nnoisy data Differential
(hosts, users, Visualization ,
applications)

abnormal behaviors,
root causes ...)
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Hierarchical DAV

(overview + context)

Whole Graphs

Nodes / Edges

U

—

—

Communities

4/17/2012
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Graph Diff. Anomaly Visualization

My network at time | __My network at time |

I ;o

——————in o

~ ->_ Temporal
anomalies
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Graph Properties

Graphs Sizes
\
1
i i Y
. — |
= 4
e a—_.:_.:_:_:_.__: e e = |
"

Graph sizes

L]
i ]
fn| o
. ™ ™
.. L]
[]
E
-.-'f - .
i
- -#'_I. o

Degree distributions

Average Graph Cluster Coefficients

Cluster coefficients

Degres (unweighted ) of usrimekean usripbui

i e ST (RN g |

.....

Graph distances

P

Graph Diameter (unweighted)

Graph diameters

Variance from expected graphs

W "l N

1213 14 15 1
Time
[Wrics @3ice & vcer (hreshold probability - 0.5)

Graph variance scores

4/17/2012

Department of Computer Science
Michigan University

Central 20



Graph Similarity

[0 General graph isomorphism

netscale l Iss-node?2

cclsunl - wizard

‘

Iss-node3 Iss-node4 Iss-nodel cclsun3

A more complex example
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Graph distance

0 Edit distance: number of operations required to
transform one into the other.

0 Graph Edit Distance (GED) [BunkeO7] to
measure the graphs’ similarities.

0 Maximum common subgraphs (MCS) based-

| mes(9,,9,) |
d(g9,,9,)=1-
e max(| g, |, 9, |)

[0 Graph edit distance (GED) based:

+ -2 | mcs(qg,,
d(gligz): | gll |g2| | (gl gz)l
19, 1+19,]

4/17/2012 Department of Computer Science Central
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Expected Graphs (EG)

Minimum common WCE: MCBE Maximum common
supergraphs (MCP) subgraphs (MCS)
~<s =

Invariance

/
7
L '

variance
Median Graph (MG)
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Differential visualization

_ij ENAVis: Enterprise-hletwuri: Acti ual Analytics Tool
File Wiew Statistics Distribution Graph Similarity Anomaly Importance Measure Clustering About

| System |Hosts| Usersl Appsl Modes_Dynamics | Nodes_Dynamics (properties) Temporal_Spadai_Fault_Wew| MinCommonSupgraph 0_HU_UA_AH_dg_w_1281240000_clone — 1_HU_UA_AH_dg_w_:

New (a

Invariance

4 MBodyForce
H

GravitationalConst.., — I} -3.0
Distance [ -1.0
BarnesHutTheta [I - 0,89¢
DragFarce

DragCoeffident ] 0.005

SpringForce

SpringCoeffident [I

WUAMEEIOEEN (V] nodes  [7] edges
@

Conneckivity Filker

Distance r “ =10
Sart nodes by

[Node Names (defauit) =
Mode Filker

app:MATLAE [3] -
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Differential visualization

Old (disappear)

+

Invariance
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Link Anomalies

0 Not exactly link prediction problem.
B Common neighbors assumption
B Known nodes only assumption
B Non-dynamic assumption
[0 Proof-of-concept
B Non-linear weighting frequency function

Zthl w(t)-d -A(-3)
P(L;) = N , dy; {01} w(t) =e
/ thlw(t) l l
probability of I-th  whether i-th link non-linear time
link to appear appears at time t weighting function

[0 Can take inputs from future link anomaly algorithms

4/17/2012 Department of Computer Science
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Link Anomalies Visualization

L ENAV ez Neowork Actites Vv s Tool IR S ™ o

File View Statistics Distribution Graph Similarity Anomaly Importance Measure Clustering About

| System | Hosts | Users | Apps | Nodes_Dynamics | Nodes_Dynamics {properties) |Tempora]_5pacia]_FaL.rIt_\ﬁew | 79 HU_UA_AH_dg_w_1281240000_clone_LinkAnomaly % | 78_HU_UA_AH_dg_w_1281153600_clone_LinkAnomaly %

nim

T

RED: Type-l anomaly: should appear but did not appear
. BLUE: Type-Il anomaly: should not appear but appeared

Department of Computer Science
Central Michigan University
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4 MBodyForce
L

/

GravitationalCons... — ﬂ -3.0
Distance I -1.0
BarnesHutTheta |] 0.839
DragForce
DragCoefficient 0.009
SpringForce
SpringCoefficient D 9,00E-6
DefaultSpringLength - |} 140.0
= = .
-
- ~ ~
- N
Link Anomaly

Should not appear

start graph index |0
end graph index 77
test graphiindex |73

>

~
~

—y

Top Threshold 0.9
Bottom Threshold [0.05
/7

7’

-
-

-

-_— e -— =

Connectivicy Filker

Distance

Sort nades by

:_Node Mames (default)
Node Filker
(eppMATLAD (3
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Link Anomalies Visualization

host:cclsubmit03.cse.nd.edu

host:cvrl-c0-14.cse.nd.edu
host:.cse-cpws-01.cse.nd.edu

usr:rwitty host:cclweb03.cse.nd.edu

host:dogbert.cselab.nd.edu

ShOUId nOt(: . usr:0 hust:cclwebﬂzcse.nd.er‘d'sr:psempoli
appear host:129.74.154 .39

host:cse-nc1.cse.nd.edu

usr:arider1

app:sshd host:cvrl-mac-12.cse.nd.edu
host:directory.cc.nd.edu usr:hbui
appear
host:music.cselab.nd.edu host:cclws01.cse.nd.edu

host:wizard.cse.nd.edu
host:.cse-gw-13.cse.nd.edu
host:newcell.crc.nd.edu

host:grumpy.cse.nd.edu
host:darrow2-p.cc.nd.edu

domain:174.36.1,0 ‘mavpn:pt.ccind.edu
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Link Anomalies Visualization

usr:0

app:.condor_starter
app:condor_shadow

ShOUId (: ]
appear usr:condor
host:129.74.154.4¢
usr:81
app:condor_startd
usr:hwangé6
usr:28
471772012 Department of Computer Science
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Community-based DAV

] Intermediate similarity metric

Susceptible to the
dynamics of graphs

Community
membership

changes

COARSE FINE

Graph

Node / edge

property
changes

changes

— /5

Balance of granularity and complexity
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Intra-graph clusters visualization

2) httpd web

Walktrap
[Pons:2006]

4) Condor ~ ¥
research computing il Ny

4/17/2012 Department _of Qomput_er Sc_ience Central
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Temporal Community Evolution

Finance/HR Finance/HR

day | day i+1

botnets

I
I
I
I
I
I
I
I
I
: cluster
I
I
I
I
I
I
I
I
I
I

Sales
 Cluster
|
|
|
|
v
cc3.irc.ru
cluster . cluster
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Community-based DAV

Graphs changes via community similarity
B Similar to Rand Index [Rand71]

SS+DD
SS+SD+ DD + DS

dist(C,,C,) =1-

Flexibility
Suitability for highly dynamic networks

Nodes consistently changes

belong to the same (or ~
are normal

different) communities

4/17/2012 Department _of Qomput_er Sc_ience Central 33
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Distance

Community-based DAV (example)

0,325

0,300

0.175

0,150

0,125

0.100

0.075

0,050

0,025

0.000 11

Anomaly caused by a spike
: of community changes at
.............. » time8and?9

Walktrap

0.0 2.5

5.0

7.5 10.0 12.5 15.0 17.5 20.0 22,5 25.0 27.5 30.0
Time
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Nodes that are farther away

Community-based DAV

(MDS view)

indicate anomalous user behaviors e C
-7 8

Graph/communities

C26

4/17/2012

C13

Cc22

ca27

c18
c17
C25
Cc29
Cc19
C15
Cc20 c31
C23
C30
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Communities of a User Similarity Graph
51

48
Time: 8
T
psempoli
pdonnel3 >
arider1
hfeng rsolava condor plafratt Condor )
' community
sliud - -
maliasga p
il ,,——--~~\\ - dist=0.7778 [
!\ - ,k ~ - 34 sim_U1_1280721600: pbui 34_sim_U1_1280721600: zmu...
mcrocker SNl S o python python
Sa eggcups blastall
Grad @ __________ S (e —
—————— sh
students
community
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Communities of a User Similarity Graph

Grad

Time: 9

slius
students . nyadav Users change community
maliasga
communit membership
y rsolava malbrec2
hfeng kxiao
T 7 merocker e smusgray dist=0.913 S
( hwangG I‘ hlu 3@1 L1 1730308000: cd 35 sim U1 12830803000: @ui _1
~ > I || |condor_shadow _shadow
-~ -I’ ilanc Irp %
/ condor_exec gweather-applet
d th
/ 0 =~ ~ z:dz::giarter fu:lnrk‘::ueue_st
/ S S ~ johanes condor_status
- -
- 7 - o ~ condor _submit
hbui y = - psempoli t cel 1 tdysart S - condor_vacate
r - \ <£Z ~ PN P
dist=0.7778 st Nt S = - - curl
51 = = = | |du
httpd
35_sim_U1_1280808000: hwangs  35_sim_U1_1280808000: pbui muon_warker
‘eggoups 2ggcups Smaiya parrot
acroread condor_shadaw condor apusane perl
firefox-bin gweather-applet athrash sendmail
rdesktop python sh
work_queue_st rwettach ssh
plafratt
A )
= Condor = T
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Conclusion

O

O

Network (security) management is hard.
B |arge scale, heterogeneity, dynamics, complexity

Anomaly detection and analysis is important yet
challenging.

We developed a novel hierarchical graph differential
anomaly visualization (DAV) framework

B Combines automated graph data mining and manual exploration.
B At different levels: Graphs, Nodes/Edges, Communities
Completeness

B Overview vs. Details-on-demand

B Exact changes vs. Dynamic churns

B Detection vs. root causes

DAV: intelligent, time-efficient management alternative.
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More info visit http://cps.cmich.edu/liaolq

|~ Enterprise Network Local Context Explors
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Questions

5| DynoViz: An interactive smart vi: nalytics tool for dynamic network graphs ; ’ ™ e

File View Statistics Distribution |Graph | Similarity Importance Measure Clustering About

System | Hosts I Users | Apps | Nodes_Dynamics | Nodes_Dynamics (properties) 1 Temporal_Spacial_Fault_View | MinCommonSupgraph 0_HH_dg_w_1263099600_clone — 1_HH_dg_w_1263186000_clone x

Start Time: 1/10/2010 (Sun) 0:0:0 (1263099600) Y10/2010 -]
End Time: 1/11/2010 (Mon) 23:59:59 (1263272399) H13/2010 j  update |

Sampling time 9:00 12:00 15:00 18:00 21:00 0:00 3:00 6:00
Window (seconds) 300 l Snapshots J
System Messages.

ERROR: file C:\LQ\ND\NetBeans\Lockdown\GUI_DATA\graphHT\1_1 2009--1 17 2010 HUA\HH dg w 1263186000.attr is invalid.
java.lang.NullPointerException

Read C:\LQ\ND\NetBeans\Lockdown\GUI_DATA\graphHT\1 1 2009--1 17 2010 HUA\HH dg w 1263186000.ght.

ID: 1 HH dg w 1263186000: G=(V,E) directed weighted graph, |V|=478 |E|=1556. No cluster.

Total graphs read: 2

Inferred START/END time range: Sun Jan 10 00:00:00 EST 2010 -- Mon Jan 11 00:00:00 EST 2010

(Graph --> xml): Wrote GUI_DATA\graphML\n_ﬂE_dg_w_iz63099600.x:ml

Prefuse graph created: colorByNodeTypes animatedView ID: 0 HH dg w_1263099600: G=(V,E) directed weighted graph, |V|=373 |E|=1117. No cluster.
Thread (Plot graphCurrent Time: 1/10/2010 (Sun) 0:0:0 (1263099599)): Total processing time 0 seconds.

(Graph --> xml): Wrote GUI_DATA\graphML\MinCommonSupgraph 0_HH dg w 1263099600 _clone -- 1 HH dg w 1263186000 clone.xml

Prefuse graph created: colorByNodeTypes animatedView ID: MinCommonSupgraph 0 _HH dg w_ 1263099600 clone -- 1 HH dg w 1263186000 clone: G=(V,E) directed weighted graph,
|[V|=530 |E|=1740. No cluster.

Thread (Plot graph): Total processing time 5 seconds.

(Graph --> xml): Wrote GUI_DATA\graphML\MinCommonSupgraph 0 HH dg w 1263099600 clone -- 1 HH dg w 1263186000 clone.xml

Prefuse graph created: colorByNodeTypes animatedView ID: MinCommonSupgraph O HH dg w_ 1263099600 clone -- 1 HH dg w_ 1263186000 clone: G=(V,E) directed weighted graph,
|[V|=530 |E|=1740. No cluster.

Thread (Plot graph): Total processing time 2 seconds.

m

Start Time: 1/10/2010 (Sun) 0:0:0 (1263099600), End Time: 1/11/2010 (Mon) 0:0:0 (1263186000), Current Time: 1/10/2010 (Sun) 0:0:0 (1263099600)

)

0 2 4 6 8 10 12 s 16 18 20 22
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