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Abstract. Cyber-insurance is an insurance policy that protects the in-
sured from a variety of cybersecurity incidents such as cyber-attacks,
ransomware, and data breaches. The rapid expansion of cyber-insurance
in recent years hints the strong demand for cyber-insurance and its ben-
efits. However, the impacts of cyber-insurance practice on cybersecu-
rity enhancement and cyber-attackers are largely unknown. In this pa-
per we study the optimal cybersecurity investment and cyber-insurance
decision-making systematically with special attention paid to the effects
of the attacker’s strategies. The economic modeling analysis and sim-
ulation study suggest that although cyber-insurance may be beneficial
for the insured from a financial perspective, cyber-insurance practice
may not be optimal from the societal cybersecurity perspective. Pur-
chasing cyber-insurance decreases organizations’ optimal cybersecurity
investment and increases the attacker’s expected payoffs. Therefore, the
attacker has a motive to manipulate cyber-insurance by selective cyber-
attacks on organizations up to a critical point, beyond which we discov-
ered that imposing further threat will force organizations to invest more
in cybersecurity. The attacker is capable of “playing god” by controlling
the probabilities of initiating cyber-attacks and acts strategically to in-
fluence organizations’ incentives to whether to purchase cyber-insurance
to harvest benefits. This study of cyber-insurance’ effects on attackers
and their strategic manipulation of cyber-insurance provides insights for
the future of the cyber-insurance market.
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1 Introduction

Organizations in nearly every industry deal with cyber risk on a daily basis, and
the financial devastation of cyber-attacks is only growing. The cybersecurity risks
and incidents confronting organizations provide incentives for organizations to
invest in cybersecurity. Since cyber-insurance became an option over a decade
ago, the number of organizations purchasing cyber-insurance has been rising.
Cyber-insurance is an insurance policy that provides the insured with a com-
bination of coverage options to protect the insured from losses due to a variety
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of cyber incidents such as data breaches, ransomware, denial-of-service attacks,
etc. Coverage may include the liability of lost data, the damage to technology
assets, the cost of business disruptions, informing affected clients, paying ran-
soms, and expenses and costs associated with legal issues. Like any insurance
product, cyber-insurance pools the risks of cyber-attacks among policyholders.
While cyber-insurance does not fundamentally change the overall destruction
that a cybersecurity incident can cause, it reduces the organization’s out-of-
pocket payment (“private loss”) in case of such an incident. In other words,
cyber-insurance is to mitigate the organization’s financial risk exposure in the
aftermath.

Cyber-insurance is still in its early stage and its effects on cybersecurity
remain an open question. Unlike the established insurances (e.g., home, auto,
health, etc.) where the odds of incidents are more of “act of god” (e.g., a light-
ening hitting a house), in the new cyber-insurance, the odds of cyber-incidents
are more controllable by the attacker. In some senses, the attacker’s action is
like the “hand of god” that controls the chance of cyber incidents. Therefore,
this research focuses on the attacker’s perspective and asks questions such as “Is
cyber-insurance really good for cybersecurity?”, “Can attackers benefit from the
practice of cyber-insurance?”, etc. By modelling a game between the attacker
and the organization, we study the optimal strategies of both parties. Using a
cybersecurity portfolio that consists of both cybersecurity investment (infras-
tructures, technologies, etc.) and cyber-insurance, we formulate an optimization
problem to derive the optimal choice for the organization to choose between
additional cybersecurity investment and purchasing cyber-insurance or not.

The novelty of this research is that it aims to study the possibility of the
attacker’s manipulation of cyber-insurance in their own favors by measuring
the optimal cybersecurity investment level of the organization with and without
cyber-insurance. A key determinant is the cyber threat imposed on the organi-
zation by the attacker. The attacker’s action affects the organization’s incentives
to purchase cyber-insurance. Depending on how cyber-insurance may affect the
attacker’s benefits, the attacker strategically chooses attack probability imposed
on the organization.

The modeling analysis and simulation study suggest a decrease in the orga-
nization’s optimal cybersecurity investment with cyber-insurance, and there is a
significant increase in the attacker’s expected payoffs as the organization shifts
from no cyber-insurance to cyber-insurance. Beyond that point of switch, impos-
ing further threat on the organization will force the organization to invest more
in cybersecurity. In this scenario, the best response of the attacker is to impose
just the right amount of cyber threat to “induce” the organization to purchase
cyber-insurance. One of our important contributions is the finding of the criti-
cal point of attack probability for the organization switching to cyber-insurance
therefore significantly increase attack payoff. To the best of our knowledge, this
is the first study of the implications of cyber-insurance on the benefits of the
attacker per se and the attacker’s potential to manipulate the mechanism to
serve their own best interests.
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The rest of the paper is organized as follows. Section 2 reviews literatures
on cyber-insurance. Section 3 conducts economic analysis on the organization’s
optimal cybersecurity investment with and without purchasing cyber-insurance,
the organization’s optimal cyber-insurance option, the effects of the organiza-
tion’s actions on the attacker, and the attacker’s optimal strategy of launching
attacks. Section 4 illustrates results from simulation study. Finally, Section 5
concludes our work and discusses future research.

2 Related Work

Compared to established lines of insurance services, cyber-insurance is at its
early stage of development. Cyber-insurance is subject to not only general prob-
lems prevailing insurance markets like adverse selection and moral hazard [7],
it is much more complicated and challenging than other lines of insurance. The
cyber-insurance market is particularly complex as it has to tackle with chal-
lenges and obstacles prevailing in the insurance market such as the diversity of
insurance coverage generating uncertainty and the moral hazard problem [22,32].
Without considering catastrophic scenarios, the vast majority of cyber risks are
insurable and cyber-insurance can be profitable [12,19,21]. The insurers may offer
not only cyber-insurance contracts but also risk management services [25]. Post-
incident covering by cyber-insurance contracts is commonly seen [28]. It is gen-
erally agreed that cyber-insurance is effective at post-incident responses [18,25].

While cyber-insurance appears to be a viable method for cyber risk trans-
fer, numerous problems with the insurability of cyber risks impede the devel-
opment of the cyber-insurance market. Surveys and literature reviews classified
researches on cyber-insurance into various areas, identified and categorized prac-
tical research problems and cyber-insurance challenges, provided the landscape
and trends of the research and proposed possible solutions [1,6,28]. There are
concerns about the insurance coverage, lack of information, and the complex-
ity of the cyber-related claims [2]. Problems such as information asymmetries
due to lack of data hinder cyber risk management via cyber-insurance [3, 15].
A three-player game [27] implies attacks motivate the organizations to consider
cyber-insurance option for transferring the risks. With malicious users present,
equilibrium cyber-insurance contract that specifies user security fails to exist,
and thus cyber-insurers fail to underwrite contracts conditioning the premiums
on security in a general setting [8]. Recent empirical evidence suggests today’s
cyber-insurance market is not effectively exercising predicted governance func-
tions on cybersecurity [33].

The effects of cyber-insurance on cybersecurity investment is an open ques-
tion. Cyber-insurance could result in higher cybersecurity investment depending
on the insurers’ ability to deal with potential adverse selection, moral hazard, and
other problems in the cyber-insurance market [12]. An insurance contract incen-
tivizing the insured to adopt preventative measures and implement best practices
can improve cybersecurity provided by premium discrimination and the design
of customized policies [11,13,30]. Security interdependence affects the incentive
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of users to invest in self-protection with and without cyber-insurance [29]. The
key to improving overall network security lies in incentivizing users to invest in
sufficient self-defense investments despite of the possible free-riding on others’
investing in the network. Under conditions of no information asymmetry be-
tween the insurer and the insured, cyber-insurance incentivizes users to invest
in self-defense [5,16].

Nevertheless, in a model where a user’s probability to incur cyber damage de-
pends on both private security and network security, competitive cyber-insurers
may fail to improve network security [24]. Modeling the reactivity of the at-
tacker to cybersecurity investment as an endogenous risk generating mechanism,
it was shown that cyber-insurance may have negative effects on security invest-
ment [17]. Without contract discrimination, the cyber-insurance market equilib-
rium is inefficient and does not increase cybersecurity [13,14,20]. There is little
empirical evidence that cyber-insurance gives motives for the insured to invest
in cybersecurity [26,31]. A big challenge is the insurers’ missing solid method-
ologies, standards, and tools to carry out their measurements [23]. A unifying
framework was introduced considering interdependent security, correlated risk,
and information asymmetries of cyber-insurance to understand the discrepan-
cies [4]. A more recent study questions to what extent cyber-insurance companies
influence global diffusion of cybersecurity protection and increase cybersecurity
mechanisms [32]. To date, the cybersecurity implication of cyber-insurance re-
mains a field of ambiguity.

Our research is related to existing literature on the incentive mechanisms
of cyber-insurance but focuses on a novel angle. Based on the observation of
cyber risk not being random and is largely in the control of the attacker, we
have a particular interest in the attacker’s attitude towards cyber-insurance, i.e.,
would the attacker welcome cyber-insurance? Since the attacker’s likelihood of
attack is a key determining factor of the organization’s decision, the attacker can
intentionally manipulate the whole system by adjusting their attack strategies
in terms of attack probabilities to influence organizations’ decision of purchasing
cyber-insurance, thus benefit the most from the practice of cyber-insurance.

Shifting risks to the insurer or shifting liability on the insured to invest more
is not enough for a successful cyber-insurance market. This paper considers a
cybersecurity portfolio that consists of both optimal cybersecurity infrastruc-
ture investment and cyber-insurance purchase. By extending the Gordon-Loeb
model [9,10], economic cost-benefit analysis determines the optimal amount of
cybersecurity investment by taking into account the vulnerability of the organi-
zation to a security breach and its potential loss. Our model predicts the critical
point (threshold) for the organization to shift from no insurance to insurance.
Such a shift can benefit the attacker thus the attacker has the motive to push
the organization to become insured. To generalize, no matter whether cyber-
insurance has a positive or adverse overall effects on cybersecurity, the attacker
can induce the organization to act in a way that is to the benefit of the attacker.
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3 Game of Cyber-insurance

There are two components of financial investment in cybersecurity portfolio:
investment in fundamental cybersecurity infrastructure (“cybersecurity invest-
ment”) and investment in cyber-insurance policy (“cyber-insurance”). The key
difference between cybersecurity investment and cyber-insurance is that the for-
mer is preventive affecting the organization’s fundamental vulnerability to cyber-
attacks and the latter is aftermath coverage and clean-up, which by itself, does
not affect the inherent vulnerability of the organization.

How much should the organization invest in cybersecurity? All in all, the
organization is driven by the desire to earn profit, and its decisions are largely
the result of cost-benefit analysis. We apply and extend economic production
theory to the problem of assessing the impacts of cybersecurity investment and
cyber-insurance. The production theory framework is based on the analysis of the
relationship between cybersecurity inputs and output, or equivalently, costs and
benefits. Table 1 lists the variables used in the model and their brief meanings.

Table 1: Symbols and Definitions

Symbol/Variable Definition
Cy cost of additional cybersecurity investment
C; cost of cyber-insurance (premium on cyber-insurance policy)
Ly cyber incident loss without cyber-insurance
Ly cyber incident loss with cyber-insurance (e.g., deductible)
t attack probability
r attack success rate at existing cybersecurity investment
R(Cs,7) attack success rate with additional cybersecurity investment
pe attacker’s payoff from a successful attack
ce attacker’s cost of launching an attack

3.1 Inputs and output of cybersecurity investment and
cyber-insurance

We consider a one-period model of an organization contemplating a cyberse-
curity portfolio made up of cybersecurity investment and cyber-insurance. The
organization is risk-neutral meaning that it is indifferent to amounts of invest-
ments or forms of investments as long as they have the same expected net value,
regardless of various levels of risk and uncertainty.

Cybersecurity inputs include cybersecurity investment used to strengthen
cybersecurity systems such as intrusion detection/prevention systems, firewalls,
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malware detection, antivirus and improved software, one time password tokens,
two-factor authentications, encryptions, internal control systems, user educa-
tion/training programs, etc. The organization’s additional spending on cyberse-
curity investment is represented by Cs. In the context of cyber-insurance, cyber-
security inputs also include cyber-insurance policy premium, represented by Cj,
had the organization chosen to purchase cyber-insurance.

Cybersecurity output is gauged by the reduced attack success rate gener-
ated by cybersecurity investment and the reduced incident loss private to the
organization under the coverage of cyber-insurance. Following the Gordon-Loeb
model [9], we measure the potential loss of cyber incident using triple variables
{t,r, Lo} where t € [0,1] is the attack probability that the attacker may launch
an attack on the organization, r € [0,1] is the attack success rate at existing
cybersecurity investment, and L is the incident loss of a successful attack.

Specifically, the parameter r is used to denote the attack success rate at
existing cybersecurity investment, the probability that without additional cy-
bersecurity investment, a cyber attack will result in the organization’s being
victim of the attack and the loss Ly occurring. Typically, the attack probabil-
ity on the organization and the attack success rate would lie in the interior of
0<t<landO<r <1.txrxLgisthe organization’s expected loss conditioned
on neither no additional cybersecurity investment nor cyber-insurance coverage.
The organization’s cybersecurity investment decision is on incremental invest-
ment spending, based on the implicit assumption that the organization already
has some cybersecurity infrastructure in place, resulting in existing current at-
tack success rate. Therefore, there are no incremental fixed costs associated with
additional cybersecurity investment, only variable costs.

The expenditure of Cj is to reduce attack success rate r. Let R(Cs,r) be the
attack success rate on the organization that has additional investment amount
of Cs. R(Cs,r) is continuously twice differentiable. The nature of cyber vulner-
ability leads to the following features of the R function:

— R(Cs,0) = 0 for all Cs. That is, if the organization is perfectly secure,
then it will remain perfectly secure regardless of additional cybersecurity
investment.

— R(0,7) = r for all r. That is, if there is no additional cybersecurity invest-
ment, attack success rate remains unchanged.

— R(Cs,7) < 0 and R"(Cs,r) > 0 for all » € (0,1) where R’ and R” denote
the first-order and second-order partial derivatives of the R function with re-
spect to Cj, respectively. That is, cybersecurity is increasing in cybersecurity
investment at a decreasing rate.

The third feature of the R function implies that no finite cybersecurity invest-
ment can make the organization perfectly secure.

Cyber-insurance is specifically designed to address cyber-incident-related losses.
Being insured does not reduce incident loss, but it may significantly decrease the
organization’s private loss in case of incident. The organization has to pay a pre-
mium to be insured. Due to moral hazard concerns, insurance policies normally
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come with deductibles. The premium and the deductible are the inputs of cyber-
insurance.

Purchasing cyber-insurance does not change the incident loss Lg. Acquiring
cyber-insurance does not increase or decrease the attack success rate, either.
That is, » (and hence R(Cs,r)) is independent of C;. The expenditure of C; is
to reduce the organization’s private loss of incident. Suppose cyber-insurance
reduces the organization’s private loss from Ly to L. L includes the deductible
and the part of incident loss not covered by cyber-insurance. It can also be ex-
tended to include the net present value of expected future increase in premiums.

The organization can affect the attack success rate via cybersecurity in-
vestment and expected private loss via cybersecurity investment and cyber-
insurance, but the organization cannot invest to reduce attack probability. Hence
attack probability ¢ is exogenous to the organization, which is the control vari-
able of the attacker. The organization decides on cybersecurity investment and
cyber-insurance to reduce the expected net loss private to the organization.

3.2 Organization’s Strategy

To determine the amount to invest in cybersecurity and cyber-insurance, the
organization compares the expected benefits and expected costs of the two.

Choose optimal cybersecurity investment without cyber-insurance For
comparison, we begin with the case when cyber-insurance is not an option yet,
i.e., C; = 0. The expected benefit of cybersecurity investment is equal to the re-
duction in the organization’s expected loss attributed to additional cybersecurity
investment.

[r — R(Cs,7)]tLo (1)

Since C is the cost of cybersecurity investment, the expected net benefit of
cybersecurity investment is

[r = R(Cs,7)]tLo — Cs (2)

Of variables in (2), ¢ is the control variable of the attacker. r and L are
the given parameters specifying the existing status of cybersecurity of the or-
ganization. Cy is the only control variable of the organization. The risk-neutral
organization’s goal is to choose optimal additional cybersecurity investment C7
that maximizes (2).

C'¥ is found by solving the first-order condition of the objective function (2)
with respect to Cs.

—R/(CX,r)tLo =1 (3)

where the left-hand-side is the marginal benefit of cybersecurity investment mea-
sured by the decrease in attack success rate when increasing cybersecurity in-
vestment by one unit. This partial derivative can be interpreted as the marginal
productivity of cybersecurity investment. The right-hand-side is the marginal
cost of increasing cybersecurity investment by one unit.
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Choose optimal cybersecurity investment with cyber-insurance When
cyber-insurance is an option, the organization makes rational choice to determine
if it needs cyber-insurance based on its own risk exposure. The insurer offers var-
ious combinations of premium and deductible to the organization, corresponding
to the coverage and the attack success rate. In the one-period model, we assume
the price of purchasing cyber-insurance depends on existing cybersecurity in-
vestment but not on the additional cybersecurity investment the organization
will choose after purchasing cyber-insurance (which will affect future premium).
Hence the organization’s choice of cybersecurity investment (after being insured)
does not affect the current premium, similar to a driver’s current driving habits
(after being insured) does not affect the current premium on the auto insurance
policy.

The premium and the deductible are inversely related. The inverse relation-
ship may apply to the following scenarios:

— The organization chooses a cyber-insurance policy that has a high deductible
to reduce the premium, or a high premium to reduce the deductible.

— The organization pays a high premium on a cyber-insurance policy with
broad coverage that reduces the organization’s private loss in case of incident.

Cyber-insurance reduces the organization’s private loss from Lg to Li. Lq
captures the deductible. Taking as given its chosen cyber-insurance package of
{L1,C;}, the organization’s expected benefit of additional cybersecurity invest-
ment, with cyber-insurance is

[r — R(Cs,r)]tLsy (4)

The expected net benefit of additional cybersecurity investment with cyber-
insurance is

[r — R(Cs,r)|tLy — Cs (5)
The organization chooses optimal additional cybersecurity investment, C**,

S
to maximize (5):

—R(C¥*,r)tLy =1 (6)
Effects of cyber-insurance on cybersecurity investment The optimal

additional cybersecurity investment increases in attack probability as well as
the organization’s private loss.

From (3), .

—R(CSr) = L (7)
From (6), .

—R(C¥,r) = o (8)

If the organization were perfectly secure (r = 0), then no cybersecurity in-
vestment would be necessary (C* = C** = 0). At some sufficiently large attack
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success rate, it would be optimal to make positive additional cybersecurity in-
vestment.

Since R’ is increasing in Cy and Lo > L, optimal additional cybersecurity
investment decreases when the organization has cyber-insurance coverage, i.e.,

Cr < Cx.

rtlo

Expected
Benefit and
Cost of
Additional p p
Cybersecurity / rtly
Investment -

[r-R(C,, )]tLo

[r-R(Cs, )]tLy

Additional Cybersecurity Investment (C;)

Fig.1: Optimal additional cybersecurity investment with and without cyber-
insurance.

Figure 1 illustrates the relative amounts of optimal additional cybersecurity
investment. The horizontal axis is various levels of additional cybersecurity in-
vestment. The vertical axis measures expected benefits and costs of cybersecurity
investment with and without cyber-insurance. The concave curves are for (1) and
(4), respectively, of which, the lower curve is for (4). Both curves of expected
benefits start from the origin at R(0,7) = r. They increase at a decreasing rate
and converge to rtLg and rtLq, respectively, as Cs — oo. The 45° line is the cost
curve of cybersecurity investment. The vertical distance between the concave
benefit curve and the linear cost curve is the expected net benefit, as in (2) and
(5), and the corresponding level of cybersecurity investment is the optimal. Note
the intersection of the expected benefit curve and the cost curve corresponds to
the largest feasible additional cybersecurity investment. As long as cybersecurity
investment stays below this amount, the organization’s expected net benefit is
positive. That is, it would receive a net benefit from additional cybersecurity
investment. Nevertheless, the net benefit is maximized at an amount lower than
the feasible upper-bound. As shown, the organization holding a cyber-insurance
policy decreases additional cybersecurity investment.

The first-order conditions represented by (7) and (8) are applicable when
the organization’s optimal additional cybersecurity investment has an interior
solution. In general, the organization chooses nonzero additional cybersecurity
investment if and only if (2) or (5) is nonnegative. It is possible that the organi-
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zation’s optimal additional cybersecurity investment is zero in the following two
scenarios.

— The organization is perfectly secure thus R(Cs,0) = 0 for any Cs. Optimal
additional cybersecurity investment is hence zero, the origin in Figure 1.

— The organization’s expected net benefit of additional cybersecurity invest-
ment is negative for any Cs, i.e., if the concave curve in Figure 1 falls entirely
below the 45° cost line. This could be the case if the organization has lit-
tle expected private loss (i.e., attack probability is small and private loss
is small) and/or cybersecurity investment is ineffective at reducing attack
success rate (i.e., R(Cs,r) is high).

Since L1 < Ly, the latter scenario is more likely to occur with cyber-insurance.

Choose optimal cyber-insurance The cost of cyber-insurance is C; and the
expected benefit of being insured is R(C>*,r)t(Lo — L1). The organization de-
cides on cyber-insurance purchase to maximize expected net benefit of cyber-

insurance.
R(CT*,r)t(Lo — L1(Cy)) — Cy (9)

Recall C; and L; are inversely related and C;* depends on L;. If Ly is contin-
uously differentiable in C; and the optimal cyber-insurance has an interior solu-
tion, the optimal cyber-insurance premium C} solves the first-order condition of
(9). If L, is not continuously differentiable in C;, which is more likely to be the
case, the organization would choose the optimal insurance package {L;, C;} from
available discrete cyber-insurance packages that generates the largest expected
net benefit, i.e., R(C¥*(L3),r)t(Lo — Lt) — CF > R(C**(Ly),r)t(Lo — L1) — C;
for all {L1,C;}.

It is possible that the organization’s optimal cyber-insurance does not have an
interior solution. In general, the organization would not purchase cyber-insurance
if the expected net benefit of cyber-insurance (9) is not positive. The organiza-
tion’s optimal cyber-insurance is zero in the following two scenarios.

— The organization is perfectly secure thus R(C**(L;),0) = 0 for any L;.

— The organization’s expected net benefit of cyber-insurance is negative for any
{L1,C;}. This could be the case if the organization has little expected inci-
dent loss (i.e., attack probability is small and incident loss is small) and/or
the cyber-insurance policy offered is unfavorable.

3.3 Attacker’s Strategy

The attacker launches cyber-attacks to maximize expected net payoff:
max R(Cs(t),r)tP* —tC*® (10)

where P is the attacker’s payoff received from a successful attack and C* is the
cost of attack. For simplicity, assume the game between the organization and
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the attacker is zero sum, i.e., Ly = P®. Given t, the attacker’s highest possible
expected net payoff is R(0, r)tLo—C® = rtLo—C®. This is the default benchmark
of zero additional cybersecurity investment with and without cyber-insurance.
As Oy increases, the attacker’s expected net payoff decreases since R(Cs, ) is
decreasing in Cj.

Attacking the organization is profitable as long as R(Cs(t),r)Lo > C*. The
parameters characterizing the organization’s attractiveness to the attacker are
R(Cs,7) and Ly. Whether the organization buys cyber-insurance does not af-
fect Ly that is either paid by the organization, the insurer, or both. R(Cj,r)
increases as C decreases. The organization’s purchasing cyber-insurance is ben-
eficial to the attacker if the organization reduces additional cybersecurity invest-
ment when insured. Such potential gain for the attacker can only be realized if
the organization chooses to buy cyber-insurance.

From (9), the organization chooses to buy cyber-insurance if it faces a high
attack probability and there exists a cyber-insurance bundle that satisfies

C;
(Cx*,1)(Lo — L1)

t= 4 (11)
where the right-hand side is the lowest attack probability making the organi-
zation willingness to buy cyber-insurance, which is decreasing in L¢. It implies
that compared to small and medium-sized organizations, large organizations
with high incident loss are more likely to buy cyber-insurance.

Buying cyber-insurance is beneficial for the organization when (11) holds
true. Since t is a control variable of the attacker, the attacker can affect the or-
ganization’s decision to buy cyber-insurance. When ¢ increases, the organization
is more likely to buy cyber-insurance, other things constant.

Nevertheless, other things are not constant. Although r and L are exogenous
and {L,C;} are predetermined, C; increases with ¢, and hence R is decreasing
in t. The attacker faces a tradeoff when raising the attack probability on the
insured organization: an increase in ¢ increases optimal additional cybersecurity
investment, decreasing attack success rate and hence expected payoff while the
increased t itself increases the expected payoff. The attacker has to control ¢
strategically to generate a positive net gain.

With and without cyber-insurance, the attacker chooses ¢ to solve (10). The
first-order condition is

R/(C&T)ddictvstlzo + R(CS,T)LO =C° (12)

Combined with (7) and (8), the attacker’s optimal attack probability solves

di-: = R(C¥,r)Lo — C* without cyber-insurance, and dgf* = %(R(O:*,T)LQ -

C*) with cyber-insurance.
Ly < Ly, Cf > Cf* and R(C?E,r) < R(C**,r). The relative size of 4% and

at
-~ depends. Facing the tradeoff, how cyber-insurance affects the attacker’s
optimal attack probability depends on how cybersecurity investment responds

to attack probability. Suppose (R(C%,r)Lo — R(C**,r)L1) > C*(1 — f—;), thus
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Additional
Cybersecurity ) Additional
Investment Cybersecurity
4 Investment

Slope = (R(C*, r)Lo-C*) .+~
- i Slope = Li/Lo (R(Cs**, r)Lo-C?)

i Slope = (R(C.*, )LoC?)

Slope = Lo (RICH, N)Loc?) 7

t* with Cyber-insurance t* without Attack Probability t* without t* with Cyber- Attack Probability
Cyber-insurance Cyber-insurance insurance

(a) Case I: Additional cybersecurity invest-(b) Case II: Additional cybersecurity invest-
ment is increasing ment is increasing
in attack probability at an increasing rate in attack probability at a decreasing rate

Fig.2: The attacker’s optimal attack probability with and without cyber-
insurance, depending on the organization’s choice of additional cybersecurity
investment in response to attacker’s attack probability.

d(%* > dig I cybersecurity investment is increasing in attack probability at

an increasing rate (Figure 2a), the attacker shall decrease the attack proba-
bility on the insured organization. If cybersecurity investment is increasing in
attack probability at a decreasing rate (Figure 2b), the attacker shall increase
the attack probability on the insured organization. d(% measures the slope of
the cybersecurity investment curve. It would be the opposite if dg’;: d(;;* .

In summary, if the attacker holds constant attack probability, the introduc-
tion of cyber-insurance benefits the attacker by decreasing the organization’s
additional cybersecurity investment. The attacker may increase attack probabil-
ity to “induce” the organization to become insured. If the organization is already
insured, the attacker needs to choose the optimal attack probability strategically
to maximize the attack payoff. In practice, the attacker often lacks the knowl-
edge of which organization is insured. Thus, Case II in Figure 2 is in favor of the
attacker as it justifies the consistent strategy of increasing the attack probabil-
ity regardless of whether the organization is insured or not. As counteracts, the
organization shall consider the appropriate mechanism to adjust cybersecurity
investment in response to the attacker’s attack probability. It is also necessary
to keep the purchase of cyber-insurance private information unreleased to the
attacker.

4 Simulation Study

In this section, we conduct simulations to study the attacker’s strategies and
their impact on the organization’s strategy of cybersecurity portfolio in terms of
cybersecurity investment and cyber-insurance. In particular, we study the effects
of attack probability on the organization’s additional cybersecurity investment
and on the attacker’s expected payoffs with and without cyber-insurance.



Cyber-Insurance Game 13

The following function of attack success rate is used in simulations:

.
(aCs +1)8

where « > 0 and § > 1. R(Cs, r) is decreasing in both « and /. Such a R function
has a relatively simple functional form and satisfies all the three features the
function shall have, as specified in 3.1. For illustration purpose and without loss
of generality, we set the parameter values at a = 0.5 and 8 = 1.2. The simulation
results hold for all values of &« > 0 and 5 > 1.

R(Cs,7) = (13)

Attack Success Rate (R)

01 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20

Additional Cyberseucity Investment

Fig. 3: Organization benefits from additional cybersecurity investment with de-
creasing attack success rate at a diminishing effect.

4.1 Attack success rate vs. optimal cybersecurity investment with
cyber-insurance

Figure 3 illustrates, given attack success rate at existing cybersecurity invest-
ment, how attack success rate changes with additional cybersecurity investment.
As shown, while attack success rate decreases with additional cybersecurity in-
vestment, additional cybersecurity investment cannot reduce attack success rate
to zero. Recall r is the attack success rate at Cs = 0 and R(0,7) = r. Let ad-
ditional cybersecurity investment ranges between 0 and 20, R(Cj,r) decreases
when C; increases, calculated using (13). Unless the organization is perfectly se-
cure that does not require additional cybersecurity investment (r = 0), the orga-
nization that is vulnerable to cyber-threat benefits from additional cybersecurity
investment. However, the organization cannot be 100% secure with additional
cybersecurity investment.

The marginal effect of cybersecurity investment can be found by solving for
the partial derivative of (13) with respect to Cs,

R (Cy, 1) = —far(aCs +1)717F (14)
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Combining (7) and (8) with (14), we find optimal additional cybersecurity
investment, without and with cyber-insurance.

cr = (afrtLo) ™8 — 1 (15)
(6
C:* — (O‘BrrtLl)ﬁ -1 (16)

«

e ithout cyber-insurance

= == with high-deductible insurance
= « =with medium-deductible insurance

====with low-deductible insurance

-
-
-
s
-

Optimal Additional Cybersecurity
Investment
g

Fig.4: While optimal additional cybersecurity investment (insured or not) in-
creases when attack success rate (at existing cybersecurity investment) rises,
cyber-insurance actually reduces optimal cybersecurity investment and increases
the critical point (threshold) of cybersecurity investment. Organizations will not
invest in additional cybersecurity below the critical point.

Figure 4 illustrates the organization’s optimal additional cybersecurity in-
vestment given attack success rate at existing cybersecurity investment. Set
t = 0.3 and Ly = 100, three scenarios of private loss with cyber-insurance
(L, = 80, Ly = 50, and L; = 20) are considered. The horizontal axis measures
attack success rate at existing cybersecurity investment. The vertical axis is the
organization’s optimal additional cybersecurity investment. The intersection of
any curve and the horizontal axis is the critical point or threshold of attack
success rate at existing cybersecurity investment that the organization would
choose to invest more in cybersecurity.

The organization will not choose additional cybersecurity investment (Cs =
0) if the attack success rate is below the critical point. From (15) and (16),
the optimal additional cybersecurity investment equals zero until r = —2

aftLo
without cyber-insurance and r = ﬁ with cyber-insurance. At the specified
parameters, the former is 0.056 and the latter is 0.07, 0.11 and 0.28, at L; = 80,
Ly =50, and L; = 20, respectively. As private loss decreases, the organization’s
willingness to invest in cybersecurity decreases.
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Key observations from Figure 4 include: 1) As attack success rate increases,
optimal additional cybersecurity investment increases, insured or not; 2) Being
insured decreases optimal additional cybersecurity investment. The decrease is
increasing in the coverage of cyber-insurance; 3) Being insured increases the
critical point (threshold) of additional cybersecurity investment. The threshold
is increasing in the coverage of cyber-insurance.

Attacker's Expected Payoff
Attacker's Expected Payoff

Attack Probability

Attack Success Rate at Existing Cybersecurity Investment Attack Sucess Rate at Existing Cybersecurity Investment Attack Success Rate at Existing Cybersecurity Investment

(a) Without Cyber-Insurance(b) With High-deductible(c) With Low-Deductible
Cyber-insurance Cyber-insurance

Fig. 5: The attacker’s expected payoff grows from having no cyber-insurance (a)
to having cyber-insurance (b and c)

4.2 Attacker’s expected net payoff

To study the effects of cyber-insurance on the attacker’s expected payoff, we
adopt a simplified “high deductible 4+ low premium” + “low deductible + high
premium” pricing model: Policy A with a bundle of {L; = 50, C; = 3} and Policy
B with a bundle of {L; = 20, C; = 7}. Figure 5 compares the attacker’s expected
payoff in three scenarios: without cyber-insurance, with cyber-insurance of high
deductible (Policy A) and with cyber-insurance of low deductible (Policy B).
The attacker’s cost function is largely composed of fixed or sunk cost in acquir-
ing knowledge and malware to launch attacks. The additional cost occurred on
attacking one more target is small. Moreover, the fixed cost of attack is the same
with and without cyber-insurance. It is canceled out for comparison purpose. As
shown in the figure, the peak payoff increases from range 10-12 (5a) to range
14-16 (5b), then to range 25-30 (5c). The results suggest that the attacker ben-
efits from the organization’s purchasing cyber-insurance and benefits further if
the organization chooses cyber-insurance with low deductible.

4.3 Attack strategy
For cyber-insurance, the organization chooses to purchase a policy bundle {L1, C;}

if
R(CI™,m)t(Lo — L1) > C; (17)
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From (13),

*k _ r
R(CJ,r) = m (18)

Combined with (16),
T

R(C;*r) = —————— (19)
(afrtL,)T+R

Combined with (17), we can find that an insurance policy {L;,C;} is bene-
ficial to the organization facing attack probability

8
> (GO T 1 (20)
T(LO — L1

where the right-hand side is the critical point (threshold) that the attacker may
choose to trigger the organization to buy cyber-insurance.

Note (20) also provides insights on the role of parameters’ configuration on
organization’s choice of cyber insurance and the attacker’s best response. The
condition would fail when the right-hand term is larger than one that could occur
at Ci(aﬂrLl)% > r(Lo— L), in which case, the organization would not choose
cyber insurance regardless of the attacker’s strategy. The cyber-insurance-policy
specifications {L;,C;} are among the key variables determining the value of
the right-hand term. In a way, the attacker and the insurer may have aligned
interests to make the organization choose cyber insurance, hence the efforts of
insurance companies to promote cyber insurance can serve the purposes of cyber
attackers.

1.200

= == |ow-deductible cyber-insurance policy option
1.000

\ e high-deductible cyber-insurance policy option
0.800

0.600

0.400

Threshold Attack Probability

0.200

0.000
0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1

Attack Success Rate at Existing Cybersecurity Investment

Fig. 6: If the attack probability is below the critical point (threshold), the orga-
nization will not buy cyber-insurance. The attacker may strategically choose an
attack probability that will trigger the organization to buy cyber-insurance that
benefits the attacker.
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Figure 6 shows the critical point (threshold) of attack probability at various
attack success rate at existing cybersecurity investment and various available
cyber-insurance policy options. The organization will not buy cyber-insurance if
the attack probability is below the threshold. The threshold attack probability
decreases if the organization is more vulnerable to cyber attacks (higher attack
success rate). In the case the calculated threshold attack probability is above 1,
the organization does not buy cyber-insurance regardless.

Expenditure

= without cyber-insurance

= = with low-prer —_——
—
—

Cybersecurity Expenditure
\

=+ with high-premium cyber-insurance

Cybersecurity Investment as % of Cyber

P H PO L L LENOL OO H
7 OGP 7P 07 o7 gV o7 (P o7 P

0.05 0.1 0.15 0.2 0.25 0.3 0.35 0.4 0.45 0.5 0.55 0.6 0.65 0.7 0.75 0.8 0.85 0.9 0.95 1
Attack Probability

Attack Probability

(a) Total cybersecurity expenditure rises(b) Share of cybersecurity investment drops
sharply at the critical point sharply at the critical point

Fig. 7. Manipulating attack probabilities may significantly increase organiza-
tion’s total cybersecurity expenditure through purchasing cyber-insurance at
the critical point. The share of cybersecurity investment may also be decreased
significantly at the critical point of attack probability due to purchasing cyber-
insurance and bounces back gradually after being insured.

4.4 Cybersecurity portfolio

Lastly, we simulate how the organization’s cybersecurity portfolio in terms of
total expenditure on both cybersecurity investment and cyber-insurance is af-
fected by the attacker’s actions. Without cyber-insurance, the organization’s
spending on cybersecurity investment is C¥ as in (15). When the organization
buys cyber-insurance, its total expenditure is C¥* + C.

Figure 7a illustrates how the organization’s total cybersecurity expenditure
changes with attack probability. Total cybersecurity expenditure increases re-
gardless, indicating an increased spending on cybersecurity when the organiza-
tion faces increased attack probability. At the parameters used in the simulations,
especially the significant premium compared to optimal additional cybersecurity
investment, total cybersecurity expenditure increases sharply at the critical point
after buying cyber-insurance.

Figure 7b is cybersecurity investment as a fraction of the total expenditure.
The share of cybersecurity investment falls sharply at the critical point when
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the organization buys cyber-insurance and the share bounces back as the or-
ganization increases cybersecurity investment at increasing attack probability.
Empowered with the critical point (threshold), the attacker may manipulate
attack probability to trigger the organization to buy cyber-insurance thus sig-
nificantly increase the attacker’s expected payoffs.

5 Conclusion

While more and more organizations adopt cyber-insurance, the effects of cyber-
insurance on cybersecurity remains unclear. This research study focuses on a
novel angle and sheds light on the overlooked issue of the effects of cyber-
insurance from the attacker’s perspective, and studies whether the attacker may
manipulate and ultimately benefit from the cyber-insurance practice. Our re-
search models a game between the attacker, whose strategy is to control attack
probability, and the organization, whose strategy is to choose optimal cybersecu-
rity portfolio consisting of both cybersecurity investment and cyber-insurance.
The economic modeling analysis and simulation study suggest that although
cyber-insurance may be beneficial for the insured organization from a financial
perspective, cyber-insurance may not always be the best from the cybersecu-
rity perspective. Especially, the attacker may benefit from cyber-insurance with
higher expected payoff from increased attack success rate resulting from the or-
ganization’s reduced optimal security investment. This paper contributes further
by identifying the critical point (threshold) of such attack probability for orga-
nizations to switch to cyber-insurance practice, therefore significantly increase
the cyber attack payoffs. In the future we plan to focus on the extension and the
application of the model. For example, the details of cyber insurance policies will
be explored by relating the premiums and deductibles to the risks. Self insur-
ance may be included as an alternative in addition to prevention/mitigation and
market insurance. Our future work will also study how the development of the
cyber-insurance market shall take into account the implications of the market
to the attacker and the counteracts to prevent the possible manipulation of the
market by the attacker.
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